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Abstract

At present, fake transcripts are considered one of the most damaging problems
globally due to lack of appropriate inspection processes and easy-to-access tools to
generate counterfeit certificates. In addition, the conventional process to request
transcripts from several academic institutions is slow and inefficient. In this work, we
investigate a proof-of-concept (PoC) of the online digital transcript service called
VDegree. With VDegree, the system provides a tamper-proof transcript in digital format
using blockchain technology. By storing student’s encrypted academic transcript in the
user’s devices, this system helps students easily access, share, manage and verify their
transcript. The process of issuing, requesting or verifying the transcript is proposed in
the PoC and a Hyperledger Fabric blockchain is developed and tested in the AWS-
managed blockchain. We test the performance of our proposed system in the AWS-
managed blockchain using bc.mb5. xlarge instance type - 4 vCPU, 16 GB of RAM and
CouchDB as State Database. Simulation results show that our proposed system can
process approximately 3 transactions per second over a range of number of
transactions. The results show promising potential both in the reduction of process

and the performance of blockchain for the proposed use case.
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2.1.2 Ysstanvag Blockchain
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2.2 ‘i/li]‘ie}ﬁl,ﬁ.ﬂ’JﬁU Digital Signature

Digital Signature 1Juaneiiodefioglusunvuvesdidnnsedndfidnuautisuaiuvaon e
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2.3 ‘i/li]‘ie}al,ﬁ.ﬂ’JﬁU Verifiable Credential
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JUAMT 5 Uoyadiiag19ved Verifiable Credential
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24 quwﬁl,ﬁ.mﬁlu Key Management

Key management A9 N5¥UIUNITUINITIANSNYUITMTUNISUNSHARU [9] Feazinevasnu
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1. Secure key stores
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3. Key backup and recoverability
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2.5 quﬁtﬁﬂ%ﬁu Certificate Authority
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2.6 quwﬁl,ﬁ.mﬁlu Cloud Computing
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Y

Cloud Computing A8 sEUUABNNIMBTNAATWNETBITUNTYINIUYR Ul Ng AU e
AUIEUUATEUY U sIaiudeya srunsinnsgiudeya wionsldnugenduasianssulugsia
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Ine Cloud Computing wuseanidu 5 Usean laun
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Iérinuaetng rosessumudesnmslinulufunisussinana uagduituiimsdaiuioye

2. Platform as a Service (PaaS) \uu3nsdunistdauAsifuunannesusonduisae wu
woundedu Guled ssuuuszanananansdnduesdnsauinivg wardug Tnsasdunsyieud
fnmseuasluzesmssnmmnuUasnsivgs

3. Software as a Service (SaaS) \uuIn13A 1 ULBNNALATU 1ABazANAIUTNITATUTIUIUDS
Alfau vsemuUsnansldnuvesyldanu eg13 Goosle Apps %5 Google Mail s

4. Data as a Service (DaaS) Wuuvaafvdeyafuniedoyariioldidenlosiuniinsiesi dnns
Tiusn1stoyadnlans
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2.7 AWS Managed Blockchain

AWS Manage Blockchain #ael#nnsadswazusuldiniadie Blockchain dusining san157 uas
Uaonsty Insldnseunulemuresaildsuauien wumanmeadvielfannsoguiulufinsaiued
WAL Blockchain uwuflayldinauasndanulufunisisaiedetng Blockchain daenuias uavely
Aldeududmiunsldmumuman AWS Blockchain Tnsdrsianisnsneinsfisndulunisldau
w3098 Blockchain i1y Tudruveanumand flnidenlddusl 2 muman Ae wumandmiu

Fthereum wazivnawand1nsu Hyperledger Fabric

Amazon Managed Choose a framework Invite members Select nodes Deploy applications
Blockchain Choose an open source For private networks, Provision peer nodes Create and deploy
blockchain framework, and invite other AWS accounts that store a copy of the decentralized applications
with a few clicks, join public to join the network distributed ledger through your peer nodes.
networks or create a new Transact with peers without
private network a centralized authority

E‘Umwﬂ 6 NILUIUNTTNNUYBY AWS Managed Blockchain
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Y [

NFUAMTN 6 WARINITVINUYBY AWS Managed Blockchain Ineiitunaudiil

1. 1@9n Blockchain framework WuUU Open source #839N1UWLINTILAY Public network %39

@579 Private network Jus84

a  vA

2. Beyddusdnsan Network lunsdifiu Private network

a

3. Jamseu Peer node dwsudaiiudiun Distributed ledger

4. Deploy applications
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2.8 NuNEAfU Ethereum

Ethereum Uuuwanwosu Open source software Mlnalulad Blockchain #staelinwmuwn
11150 Smart Contract waziaUnaLatuy Distributed ledger 16 lag Ethereum Hanakupdneaiduves

AuLed (ETH) fadududu 2 599970 Bitcoin
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2.10 U MNYV99

2.10.1 475378 15 89 “ Performance Analysis of Private Blockchain Platforms in Varying
Workloads”

unauidiauenisiaUseAniamn Private blockchain 183 WaLaan93 1087
Ethereum wag Hyperledger Fabric [12] Tngazyiinisda transaction luidusiwauuinidie
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detoyardnluiia 10,000 Transaction uannG f»m:uL%ﬁLaﬁamaqm'u?a'ﬁauual,ﬁal,ﬂauﬁmausm
Transaction W&23g49iuI1 Hyperledger Fabric %E‘J'amﬁaﬂdﬁLﬁ'aﬁmiﬁﬁm@L%’wlmi‘f’luﬁi’mu
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2.10.2 91W3Te 1304 “KeyChain: Bloackchain-based Key Distribution”

Biesiunnuludiumuazanulasndelunisdadoninuuuy End-to-End Encryption
(E2£E) WuSosfiddayunn [13] dqufiddgyfigaadrunisfedaninisnszans Public key T
Uasnde 15tasd@ue KeyChain 9115119 Blockchain Tunisiiiu Public-key-to-ID #i@11158

nsivEeUdaunaslaLazianulusela lneazld Delegated Proof of Stake (DPoS) iunalauuu

Y I3 A -’-N

LONAUN (Consensus Mechanism) uNUN15:Y Proof of Work (PoW) bil 871 92ann15AIUI A

o '
¥ a alaa o

Aty {Neeiiavsdeudoyaas Blockchain AAaAufivzgnimnlaedldniivieg lnais1asiias

iUaendelaenislyd Multi-signed Certificate teivznsIvaeuanIugIAutuiiansdoudoya
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2.10.3 91u34% 15 99 “Full-text Search for Verifiable Credential Metadata on Distributed
Ledgers” [14]

‘Luummmﬁ%muatﬁmﬁ’umsﬁum Verifiable Credential Metadata Uy Distributed
Ledgers Tagagldidu Self-Sovereign Identity model Wi o7 931U Metadata Iuamumiaj‘ﬁ
Aideuaraiiafiinesiiidondn Fulltext search tievhmsdumdayauu Blockchain Fstayatiu

Y

3zUsznaulunly Metadata ¥4 Verifiable Credential M19ijiiguunaiulaassasiuazin

UszAnSnmeansengoyawdiainguil 3 nudnuseansainnisiaursutelinaansiu

a 1 & Y DI
Nola kazAnILTUsSEUUNNIlanAISABIN luaUNAR

2.10.6 UnAY 389 “axaUsyaUasulagld Blockchain” [15]

USEN A9 1IuLasa Lau Blockchain LULIASIIABULENATITNIINISANWIAIE
wAlulad B.VER (Blockchain Solution for Academic Document Verification) I@S%U@@Uﬂ’]i
yhaandunmssiivanlidfuaduiidnadisvatugunaniosulasumiineds uasdnsivaey
annsansiadeulnesulnanenanstuluiieisufuenansduatiu dsavdeliusnisnsiodey
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3.3 gunsaluaziAsaslianly

3.3.1 91503

3.3.1.1 Blockchain services environment
- Instance type: bc.m5.xlarge
- CPU: 4 Cores
- Ram 16 GB
- CouchDB

3.3.1.2 EC2 environment
- Operating System: Amazon Linux 2 AMI 64 bit (x86)
- Instance type: c5.large
- CPU: 2 Core
-Ram 4 GB
- Storage type: Elastic Block Store
- Volume type: General purpose SSD (gp2) 8 GB
- Network Performance: Up to 10 Gbps

3.3.2 ganAuIs
3.3.2.1 Virtual Box
3.3.2.2 Linux Ubuntu
3.3.2.3 Visual Studio Code
3.3.2.4 Hyperledger Fabric
3.3.2.5 Flutter
3.3.2.6 Android Studio
3.3.2.7 Amazon Web Services (AWS)
3.3.2.8 Mobile application emulator

3.3.3 A1y
3.3.3.1 Node.js
3.3.3.2 Dart
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4.1 N158579 Smart contract

const shim = require('fabric-shim');

const util = require('util’);
var Chaincode = class {

// Initialize the chaincode

async Init(stub) {

console.info('========= key management02 Init =====

let ret = stub.getFunctionAndParameters();
console.info(ret);

let args = ret.params;

if (args.length != 2) {

return shim.error('Incorrect number of arguments.

let uuid = args[@];
let pu_key = args[1];

try{
await stub.putState(uuid, Buffer.from(pu_key));
return shim.success();

}catch (err){

return shim.error(err);

E‘Umwﬁ 24 smart contract aUUWAbY
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async Invoke(stub) {

let ret = stub.getFunctionAndParameters();

console.info(ret);

let method = this[ret.fcn];

if (!method) {
console.log('no method of name:' + ret.fcn + ' found');
return shim.success();

}

try {
let payload = await method(stub, ret.params);
return shim.success(payload);

} catch (err) {
console.log(err);

return shim.error(err);

sUnM7 25 Mg Invoke

ngUANT 25 Hadu Invoke A andunldveaeuindlsidudenannlddnlunield a1kl
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async invoke(stub, args) {
if (args.length != 2) {

throw new Error('Incorrect number of arguments. Expecting 2');

let uuid = args[0];
let pu_key = args[1];

// Write the states back to the ledger
await stub.putState(uuid, Buffer.from(pu_key));

// Deletes an entity from state
async delete(stub, args) {
if (args.length != 1) {

throw new Error('Incorrect number of arguments. Expecting 1');

let uuid = args[@];

// Delete the key from the state in ledger
await stub.deleteState(uuid);

JUNW 26 eridy invoke

UM 26 e invoke vihuihnsudeyariiundu String 2 @1 Ao UUID wae Public Key

\aNvzlisuasuy Blockchain #andu delete vinnsauteyalagyinn1sdsan UUID
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// query callback representing the query of a chaincode
async query(stub, args) {
if (args.length I= 1) {
throw new Error('Incorrect number of arguments. Expecting name of the person to query')

let jsonResp = {};
let wuid = args[@];

// Get the state from the ledger

let Databytes = await stub.getState(uuid);

if (!Databytes) {
jsonResp.error = 'Failed to get state for ' + Aj
throw new Error(JSON.stringify(jsonResp));

jsonResp.uuid = uuid;
jsonResp.publickey = Databytes.toString();
console.info( 'Query Response:');
console.info(jsonResp);
return Databytes;
}
}s

shim.start(new Chaincode());

sUnwdl 27 Heriidu query
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1 docker exec cli configtxgen \

2 -putputCreateChannelTx /fopt/home/mychannel.pb \

3 -profile OneCrgChannel -channellID mychannel \

4 --configPath /opt/home/

6 docker exec cli peer channel create -c mychannel \

7 -f /opt/home/mychannel.pb -0 SCORDERER \

a8 --cafile /opt/home/managedblockchain-tls-chain.pem --tls
[*]

10 docker exec cli peer channel join -b mychannel.block \
11 -0 R =--cafile /fopt/home/managedblockchain-tls-chain.pem --tls
12

13 docker exec =it cli bash

14 peer chaincode install -n mycc -v v0 -1 node -p ../../../key _management02/
15 exit

16

17 docker exec cli peer chaincode instantiate \

18 -0 -C mychannel -n mycc =v w0 \

19 —-c '{"Args":["init","UUIDTest", "PublickeyTest™]}"' \

20 --cafile /opt/home/managedblockchain-tls-chain.pem --tls
21

22 docker exec cli peer chaincode list =--instantiated \

23 -0 -C mychannel \

24 --cafile /opt/home/managedblockchain-tls-chain.pem --tls
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Hyperledger Fabric Performance (Read)
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