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Abstract

Land title deeds are important documents that can be used to verify ownership and
transfer history of lands. In Thailand, the Department of Lands operates and facilitates the transfer
of ownership and other operations related to lands. The current technology used in the
operations often encounters problems with the reliability of operations and complexities that
cause delays. This paper investigates the proof-of-concept (PoC) of the integration of blockchain
in the land registration system to improve the reliability of storage and reduces the steps in the
process. The process of loan contracts with banks is used in the PoC and an Ethereum-based
private blockchain is developed and tested. Results show that our proposed system can handle
transactions per second over a range of a number of transactions of interest. The results show
promising potential both in the reduction of process and the performance of blockchain for the

proposed use case.
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3. Consensus
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BLOCKCHAIN AND SMART CONTRACTS - FLOW DIAGRAM
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o Using blockchain to make land registry more reliable in India [5]
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L Performance Analysis of Private Blockchain Platforms in Varying Workloads [6]
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L Land Registry in Sweden [13]
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JUN 6 uanshenszuiunsiuedlutagdu smudwuningiay

ASTUIUNITNAIINNT5U Blockchain sty
1. JULeNaSIsUIANTRINTUN
2. Usellusiannanusenu

3. 5UIANTUIR NTouUITNRULAEERTIneNUY Uay

[ (% 1
bUIUAEUINIU smart contract
1Y a v a & = o I Y a aNa
o iginslinsundnasaevinnsdudy g insuiau
/ 1. deananinidnues A 6. WdasunATILALIANTaSlaUAINTEUIUNNT
'. —_— m e J1upsUseauaudIS
Owner Sank 2. pTIAdRUNETT g
1nels blockchain ( @ ) it )

(&

3. 41 (2) gnéina dedyayrdrueslud " & )

nsuiau wagdhszAssailon @ .y
Cf)

2/ ;
NITUIUNTININUA Blockchain

b=

= = =
azasanielulanuli

Department of Land

JUN 7 wansdiansyuaunisdnuedlagly Blockchain audduvingiay
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3.2 WUIRANUILEUD

[y [

gyinsAnwkarddedeyaiiiiertesiunsaniiuauvensuifuuaznsldlauanau e

Blockchain snlglun1siaiuinseuiunisnsivaeulaungsnssuveslaunnauy deygidiues

e
e S

wAlula

Tidanudngedenasivszdninmuntudslidaudsiunss vaunmsviaulutdegiu Teewdadu Layer

De
=Dy

L Blockchain

W blockchain d@wdalagld GETH iawieuanmuindey nsunfuuazdiiaulaide

Vi dudruaulnualussuu wagyhuthngudunisinaulussuy

TiyTuenUssiniiionsivaeufinuresyAranldseuy saufsauinanldmeguiunig

TnewIas I TTLAENLIF LR

~ \
A Node (nsuildu) |

Ledger (nsuitdu) |~ / \ A

/

Ledger (iszainziu)

™, L . S

k// '\\ Node (ﬂmﬁﬁu} — Node (sum3)

Private blockchain

gﬂﬁ 8 1A59@514 Private Blockchain

91N3UN 8 Uil Private Blockchain laeiinsufiduuazsuiasdieiuiensas Node
~ % A 2 v ~ Yo Aa A ]
\ieasIuAIeYIeNTutayaluunIzay lagll Ledger nnunsuniuuazUsenvuialdaly

J¥UU Blockchain



Smart Contract

Woun Contract Ingld solidity 0.5.2 1iednn1staun Yeyalaunvzgnsrusiudeil: {id,

dau, IWIUTDIEIY, LR, YINBaYENaNT, 1R, iR, o, FYF, YA} uALgINTTUN

LWNYIVBINUNNSNTEYINNRU bYU

TTaTeEaiIGN,
1. nsunfuamsideuteyalaunadlussuula
2. sUIAIYNEINTINAUIvelauniify
3. suIAsENENMITgInTsuiudivedlaun
4. gaudsanisteyaifglfiufifuvenulediionsiadey

5. AUSENYLATINTIUYRdlauATinuYIn LB anTIRaRU

function register(address id, string name) [

it

alluser{id] = newUser;

= LRy
user memory newUser = user(id, name); <— aq*ﬂzbrduaiéﬂaﬁﬂuagucd

function sendDocument(address id,uint docko, string location) [ aofia Ol W AN 1
e Socmint it S sncres Sorebson € TR TRYAlAUAl I R lRUA

}

function getDocument{uint doclo) retu
document[] tmp = sllDocument[msg.

}

function authentication(uint docNo) returns(
document[] tmp = allDocument[msg.sen
for{uint idx = i

lecation)

allDocument[id].push(newDocument);

 — -~ ) v v ~
1Y UANTA ﬁewaaaumaga Laua

for{uint idx = @; idx ¢ tmp.length;
if(tap[idx].docNo==docNo ) {
print_doc(tmp[idx].location);
return;
}
}

¢ 3 2; idx < tmp.length; idx++){
if(tmp[idx).docKo-=dacho){
print_authen(~true™);
return;

'
P

3UN 9 solidity Flélunagou Smart Contract

14

NUN 9 wansdisinegaldnideulny solidity Ml fucntion seq iiieldlunis

[ [

sflunsivdeyalaunifunasdyayrdues

A

Web Application

WA UL UNAATUL T U WS E I NS UN S LA US UIATIS AT AISIT S LNDLIN D

\A3RTIUABNULTDINAINTTUAN o AulaundAu

#9910 Layer Aanan agyiarusiuiu dagui 10
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see

L 1 1 &—

T

Web Application

o

Smart Contract Title deed

Department of Lands

Department of Lands Private Blockchain Bank

Bank

JUN 10 uanatlan1nsanlaseasevesszuy

3.3 578aPYANISNIUYBININTUY

Tupsvhauluisagilandugldasuandsiuluiuegivanussasavosnisldaudined

1. sendDocument Wuilanduasrsenarsdiannsatindvadlausnaulituussvivu
v &Q
- g ATUNAU
- input : FUUUINAU(T29, W@UAY, Aua),

Taunfinuauiilaun, sune, S9rin),
sryfudedlauniidulpublic key 1i1veslaun
finu Fordwaslauniiny, wutnsuszeiv),
YUATIAY

- authentication : account ¥a9NTUNAY
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Deed e he t k mortg ton @

d19Tauavidu (Create Deed)

@unueiau (Land location) Tauaviéu (Certificate of title)
winoauusuTE (Mapsheet No) arTauaifdu (Title deed number)

auvidu (Parcel No) dwna (District)

A (Sub-District) Sawia (Province)

syueIE1a9 (Identify the owner) flati (Area of land)

Hlaata (Firstname) Aduudasifidailseana (Square Wah) Total area (approx.)

wWaANa (Lastname)

andaslssanam (ID No)

public key 1ivuasviau (Owner public key)

aivTauaiidu (Create Deed)

sU‘m 11 sendDocument #38 @519laUANAUY

2. getDocument uilsidunaniseazidonvedaundinufidlunsouases
- gl Wvedlaundinu
- input : iaviilaun
- authentication : account maammaﬂaumﬁ )0

Deed E L Browse t t k mortg; 1]

suandualauavidu (Deed details)

Auniunéu (Land location) Tauandu (Certificate of title)
WiNa@uLHETE (Mapsheet No.) aufiTauaiau (Title deed number)

\auiiéiu (Parcel No.) @wna (District)

#uA (Sub-District) Janda (Province)

szyeA1uad (Identify the owner)

Hlaals (Firstname) wwana (Lastname)

ramianlsennnm (1D No)

\flavi (Area of land)

Wauudasiifidadilsnno (Square Wah) Total area (approx)

JU# 12 getDocument %38 S18aziBuAlauATAL



3. saveTransaction \Juilsiduasnsgsnssudyaduessenitsuwinsuazidivedaun

finu
- g SUIANT
- input : aviilaundiny, public key veainvedlaunfinu ,
public key ¥835U1ANS, T1UURUlUAITIUON,
Feulunssiues
- authentication : account vaudivedlauaiify way su1A1S
Deed

aanyiiauiiuas (Mortgage registration)

i Tauasiu (Title deed number)

swandua (Details)

public key dhidaan (Transferer public key) public key fudaan (Transferee public key)

Guf (Loan) Faanastudenn (Agreement)

ufingsnamu (Record transaction)

U7 13 saveTransaction %30 aangidgudiues

[

4. getTransaction Wuilsridunanisien1sgsnssuiaduiulauafinu

-l LWNUBIlAUATIAU
- input : Laviilaun
- authentication : account Y9931 laUATIAU

aarduagsnssy (Transaction Detail)

uitiauniu (Title deed number) ‘ 1

ssdryamnsiiiou (Registration Index)
WiNuaYsInTsd (Transaction number) AnnurgsATI (Status of transaction) [ o]
1

Aandmag

sandon (Details)

public key (tidnynn (Transferer public key) public key fudiga (Transferee public key)
Oxb617chabelc2e16c760256b098d5858200000000 OxABceBd23c81 c4f7fdc3829635d33121100000000
wiu (Loan) dannastudagn (Agreement)

120

U7 14 gettracsaction %39 518aLd8ATINTTY



5. endTransaction {Wuilsidurhgsnssuduannisimues

- e SUIANS

) o da
- input : LAVNLAUANAL, MUULAVFINTTU
- authentication : account UYPIGUIANT

Deed Browse the deed Mortgage registration Browse the transaction End the mortgage obligation

éﬂamnwﬂﬁ1uao(Endthernongageobﬁgaﬁon)

winaaulauaidu (document number) WINHLANGINTIH (transaction number)

i‘iua_nmir-i 1uad (Record transaction)

U1 15 endtransaction 1138 &ugaAn133Ues

6. getWaitingList {ularidunanisnanisgsnssudeyg1diues

- g nIufAY
- input: B
- authentication : account Y84nTUNAY

o [

7. approveTransaction \uilsridueysifgsnsaudnygdues
- Jldau Asufiny
- input : index, aufilauaiiay, public key voudnves
Taundinu ,public key 1935W1A1, TIURUTY
nssuesSoulunissiues
- authentication : account %aﬂﬂiuﬁau

[

8. rejectTransaction Juilsridulioyifgsnssudyandues
- g NIUNAY
- input: index

- authentication : account UBINTUNAU
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Deed Create Deed Browse the deed Browse the transaction Check mortgage transaction ()

sransaansiiiausanisauda

wWiNalaunInI (Transaction number) e Tauafidu (Title deed number) [ @]

1 1

s1aaytdan (Details)
public key tlvdaan (Transferer public key) public key #i5udauan (Transferee public key)
0xb617ch8bc0c2dc5d05ad7505690b8559¢c3299fb6 0x88ce8d23c81c4dasbe60668d3c20c304cf855782

duf (Loan) Zannad udaan (Agreement)

120

JUN 16 Uanes1gn13gInssudnaduesisenseyinannsunau

3.4 N1SNAFDUTBNAKIS

o
v 1

TunsnegauszuuNas1 v uinnudndundesdsAan1nwnd ol iz aNAan1sNAFa UTEUU

[

oA v X ~ v A &
Pas199ulaeaziinisty framwork N978lun1sNAERURAIl

1. ganache 1{lu framework #l#lunisasrnazdnldsu node 104 ethereum Tnannsiann
node ethereum a3 10 Tayfusaztadil 100 eth | seArandudu transaction 1iga
Tu etc. Wnesamidanssedili node ethereum wzaufunmsnageussuUlumaneqa

2. truffle 1Ju framework #ildlunns deploy smart contract U7l ethereurn node @vau130
dinaauazaanauielunis deploy smart contract Tugauiuuing wazaiusanadey
flarduly smart contract 7 truffle framework

3. web3 1Ju javascript library Flélun1shnsieriu smart contract Ul ethereum node o
wansdeyauuminiy

4. Metamask \JudiuaSudmSunmsidntaeunainduwuunsyane Ethereum wse "Dapps”
Tuiusriwes

ﬁiamﬁmuﬂummmﬁﬂLﬁaﬁ%ﬁﬁmimaauLLa@ﬂugUﬁ 17 Fansadalauaiinuludvasdinng

v Aa =~ Y] v Aa o o & v v v Y
ﬂi@ﬂm@ﬂaﬂﬂia'ﬂumﬁ@ﬂﬂﬂ\ﬂﬂﬂﬂLLﬂNm@Hasﬂaﬂﬂiﬂﬂﬂu LLa%ﬂ']iV]']ﬁiy}iyﬂIunU'ﬂ%@@ﬂﬂi@ﬂm@iﬂaﬂaqﬂﬂ‘U

Y

[

wnansdyaynfieoglutlagiu lneddnvihassaesdudyayusznnnsdives

A
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[ a a

Fansviumiludvlssnaulumenaneiladdu Inausazilaiduazgnimundnsnisldanuleg

wisoenilu 3 d@iufe nsufAy, suims wasUszru sndeg1ulu nmsavaitedygiduesasiownd

[ [

A A & v v . . g
surAstveNazdgy13ndusesld public key and private key 999 5UIANSLAZIINVBIAUA 1ABNAT

A7)

nagouIzidulunanslumsldauileity, anudasadouwazaugnissvesdeyaiiendednisening

yudU wag smart contracts

59 1auandu
FUULINAY Tauandu
winoLaukAusEswH \aitlaun
i dna
dua dania
SYUANLAIURY UANAY

a3 wadiduls nuaa)
wuana
dand

public key lihuasTiau

aswlauaiisu

5U7 17 Demo webpage 1Juduitldasrslauniiny,

Y

a319deyyn etc. aueATulu smart contracts

lngn1siimseenlasiaiiavesssuumuiui 18 Asludiuves front-end senuuulagly html, js,
bootstrap css kag metamask T4lun1s3aLAu public key uag private key tefwuadns lun1siiils
nuludure lagly web3 Weonseniu back-end #sluaiuves blockchain 14 ganache Tun1sasistiu

wazld truffle Tuns deploy smart contract #$1elun1snaaeUsTUL
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Front-End Back-End

Web App f .
15 CSS i Node) 3 :

Web3 js ' FITTEEEs >
. =" TRUFFLE

Y

Ssoplll 20 teaaaaaaaoialag l

ﬁ Private Blockchain

JUN 18 Iaseainavesssuuiimunuiionaasusyuy

3.5 sTuuANUaanNy

| LY

Wesndlemesnuideieadesivdeyamnududiuivesunnauardoyaenaisildause

o A

a v @ v U o | ° 2 o P & Y}
Uaweliaumlunsule ssuvanudaeadeiadudiudrdgyiviglunisinudnudeyaniduaiiudu

o

1A5985719 blockchain AUEUIATN1IHTIVEBUNABTUNDY AIT

1. msgududinuvasgldeu

Public-key cryptography flanisitnsalaengyuanldiinsiasunnaeiunayuaniy
nenia HuRen s siawaznisaensiadludedldnyuadug Inefiyaraniazidisia

Toyadzlasu Nayuaasisale (public key) Tunisidsia duyarafianunsanensialafe

Y

= |

yaradidl nayuadiud (private key) Wity namidelas 4 Aaansadrswalfinszynaud
NEYKIFNFITAUE (public key) Lwﬁ%ﬁﬂuLﬁmwhﬁ?uﬁaamﬁaié’ﬁaﬂuﬁﬁqimwmuﬁa (private
key) %ﬂﬁmgmﬁuﬁadw%’mm 1 blockchain TdRnuaad@ves Public-key cryptography
Lﬁ'aslﬁﬂuﬂﬁﬁué’u@hmumaq;ﬁ%’mu Wisunislanauadiud (private key) wilounsigu

anadu sz uvaunsausnueziasasaae Ul sl ldnulussuuled
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3

2. n332yaANSEldau Web Application

WUSANSN5L89 Web Application 1aevinlii User Interface vosusiag@nsianuuznii

£ v o=

! a oy A & Y] 9 Yvay iaa Y =
UNUINUDILNRE User ‘Vla']ll'ﬁﬂ‘ﬂ'ﬂ,@l L‘W@L‘UUﬂ']5{]851ﬂubLgJﬁLWQJJVlVLiJNaVlﬁLGU']ﬂﬂa']lﬂﬁﬂLSU']O\T

Smart Contract

3. N15STUANSH LYY Smart Contract

9 Y

Tun53enlde Contract aziinsmsiaaeu require 984 Function THiddeuly
Asudau gniesdmiuniaenldonu Jsansaduiunismudunouyes Function durld
3aszgndlddnilumsdsdediialaniadndis Function TfugTaMSId iy was
msUanden Ledger iielianunsaiiontdanu Contract 16 Ineld private key VIVviE 7

anunsndudunisenldeuls Sifisadives Ledger

3.6 N159AUSLANSAN

MHIINNSTHAIUITEUU wazinsuulszuuiufiseuses veidedaansinUszdnsam

WBNTIVDITAAIUAINITAVDITLUUNES 1VUNIUNNTINABIANNLINA DU AL

Y

Jiveeenuwuunisnaaelasliflidedide N transactions Ingdsuuu fluivdeniyu

unanwesy Ethereum wuulisen1smeundu (asynchronous) Adnaadudiuiu B Node Tngazgin
SrUUEN50as1e transaction ladaviaualunaninlvsiiewSouifisutu transaction veasuiiiily
nsuifuiiagiy

N € {1,10,100,1000,10000}

f € {SendDocumant,GetDocument,saveTransaction,getTransaction}

B €234

lngdedeanndeyanainvenensunauiiussansamiiissnesanisldeu
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3.7 WHUNITALUIY

LWAOU

2561 2562

daa. [Ny | eA (WY [5.A. |UA [ AN | WA |18,

1) NN5NKNULATINAG

Uszyanilaideninte X
Anwivayafnwinuifnuasng e X
sl uag ANURBINITNNTUTFY % oy X

2) NMSAATIENTEUY

Feszvanudululalunisvinssuu x | x

3) N159NLUUTTUU

AuA TR U atAuasrauLUnYedIss Ul X Wy %

4) ASNAIUITEUU

YNANSWRIUITEUU X X X
LEAUD IANTUTIAUATIAEDU X
MnsnadeuLarUTuUTIsTUY X

5) dyuiazusziiiung

MInedeUUITEENSYDITEUY X X
Jpvhaile uazionansigItes x | x
asunansAiuau X

WauesrUUauysal
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3.8 gunsnluazinsasiionlylun1sie

8159123 (Hardware) :

53UUUURNNS: Windows 10 Education (64-bit)
Mu8UsEUIana: Intel Core i5-3470 @ 3.20 GHz
WUIBAININ: RAM 8 GB

n51%N: NVIDIA GeForce 605 (1 GB VRAM)

FanAw3 (software) :

Go etheruem([7] \JurdesiloussiinfdranUseasiiisulnun Ethereum Wiy
PAUTY

Platoo ruem[8] \Uu platform ¥aelusuluun Ethereum agngdng

Etheruem wallet[9] 14l1n153nn15 Smart contract uwagnaaaURleituming
Web3,js[10] 4avaslauts #3e Ethereum JavaScript APl iaglvianinsnidouse uay
mouldfiu Ethereum Node Tneidausiasnu HTTP %38 IPC

NodeJS[11] Platform 7idawuse javaScript dmsuidiu Web Server fifinisuszanana

(%
a v A

3T wazyuLUY Cross Platform lngqawiuues nodelS fifail

1. Compiler V8 f® JavaScript 1A Google Fvlidiudszansnmluns
Uszananaidaa

2. ¥auLuu Cross Platform Ae Wadeuldandsiunug awnsetilusulaly
seuulgURnsBunld

3. §MIY9ULUU Asynchronous i C, PHP, .Net, Python %38 a1waaulngun
imszilagUninsyhauvedlansdou asvieuanuuaEale wasdvinaull
@5 Aaglalvhauussiiaseludes auau us node js fin1svhaudu Asynchronous
fio Mavheuusedislldesseliussindurhnuads Wy dendaly query Toyan
database lifassona Aduiluvhauussindeliiay wdiilonisvhauiuinuases

ADYTDNARNNNAULN



4.1 n1INmdau Smart Contract

uni 4

nan1saiulasanig

U

1.1 sendDocument @usaasslauaiinuliiuglindudivesdaun uaziiudoyaadly

Private Blockchain

F9lauavidu

[2p (187 RIEr [Nt

WELAURHUTEDI Llﬂu'\ﬁ

s
Laniau

wua

SYUAILAIUDY

PR
AT

wwana

deuand

public key 1iuaondu

Tauaviéu

4
Laun1aue
dna

Jawia

AUNATIAY

o
nan&au(ls,an,e171931)

asaTauaitau

U1 19 nan13mageu sendDocument %38 @3nglauniifu

25
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1.2 getDocument Fldnuiidudivelaunaunsasengleyalauafiduiiiuazaiunsasengla

TERTENAER

o 2 = s
s1aavidan Tauaiau
wuilaua 1
FAUNUITAGY Tauanidiu
VINELATMEUTNUAU T wmiiaun
i duna
dua dania
szu@ILdIYaY
fiaadse muana
druand
AUATAGY

P
NAAEU(LEBMTN)

U1 20 nan1MAgEaU getDocument %38 SgazLdunlauansy

1.3 saveTransaction fl¥uuazsunis awnsavirginssuwasiiviufintoyaadiulauala

= -
AANTLLAUATUDI
lavitaun
Naavdnn
public key {lvdauan public key fiFuduan
Wudruag Aaanasludunn

dfuvingsnss

JU# 21 HaN1SMAgBU saveTransaction %38 anneLUgudues



1.4 getTransaction gl¥suniduidnvasdlaungunsaisenggsnssumintula

R ERIGHI L L
fstyaansiiou
WHIELAAFINGTH Waitlaua [ o]

0

Suavdaa

public key dlvidean public key riudayan
0x6ac51b1edd83e046a924c519d0ae494157962dd9

[SITERVIGE] Ziaanas luduan

120

JUT1 22 naNIMAdBU gettracsaction %130 $18axLB8ATINTIY

4.2 NaN1SNAFUUSZANSAIN

nNIsNeaaulaeds transaction Wlulusezuu Blockehain wazinnanildlunisdnsa

transaction TaglANadnsanIng 20

@ 1node @ 2node 3node @ 4node

66.3

10 Trasaction 100 Trasaction 1000 Trasaction 10000 Trasaction

JUT 23 n319uans throughput Y8INsnAaeUUsEANTA N
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unil 5
dyunNan1Inaasg
ayunan1saniulasanis

wAlulag Blockchain ansnsatieiiuaulusslanazyigsnssuldegnsvasndetavu danuisids

Tuiauweunddudu Proof-of-Concept (PoC) fianunsaihlUldiusyuunisameidou

L3

Wselyvil
a O gy o w v =i 1% a ] au M yo o
au wiagdde 9in wnunglunisldssuumausluanmuindenase uwienAdeillaiaunssuuli
InalAseiudeayaTswasn sz uINNTIT NNyl iieUszleyiuaziuwunnisdmsuesinsiiaz

aunsausulgslusuiag

Ingidnuidunsiieseivszansamlaeyuiuniviinanuduinaugsnssuiasauysaids
ANTIUNTARIUT NASNSRAATINTEUUTLILEUBNEINaRaN13INNITTINTIY lngUSinaunadifves

£ '
[y a

NIUNAUBEN 0.4 S18N1560TW Bueanesagsnssulinduiunsunaululagdu

Ugymuazauassalumsaniiunis

o  LeturewerdwTliimunTnsEmanegUesasa silfssuURmUFsS AN T9
ARTBRANAIALAEAINEIYT
° AsEUILUNTVRITEUUARAMLTUFewdasandasdaniunszuiunmsesiwensuiiau Aife
YanguaneY
SRIGIG]INIE

]

Tunnswanssuudsdl

[ [

aiAvaeagne WU Kl¥a1usEu blockchain i public key wa
private key 904673109 1 launiiiadnvews 1 au ld Smart contract lun1svigsnssudaya1dnueainiu

WAL 31UIUY node TIAUNTARLVDUINNNTNULA
° WL node Tunisvinasy
° gNAIBENTINTTUBU MARTUAUlAUATAY

) Lﬁmmwmﬂaamﬁmaa‘ﬁazﬂa‘[aumﬁﬁuﬁ%’mLﬁuaq blockchain
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3.

AMANUIN N.
nshansvanlsua

Node JS
m’ﬂwamﬁ’gaméﬁ Node JS ﬁu LTS 910 https://nodejs.org/en/download/
wdnamlnanEsaduinnig install Und waz dee path environment
ganache
\WUalusinsu Command Prompt %38 Powershell
$uM1&3 npm install -¢ eanache-cli
truffle
\Walusinsu Command Prompt %38 Powershell

$uf1ds npm install -¢ truffle@d.0.4
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ANANUIN V.
Taantdau

Folwd : app.ja
mw‘?ii% : JavaScript

ANB5UNY : ANFBNU smart contract Lﬁa%'udﬂsz’fasg,a

App = {
web3Provider: null,
contracts: {},

account: '0x/,

init: function() {
return App.initWeb3();
2
//\3unld object ¥89 web3
initWeb3: function() {
// TODO: refactor conditional
if (typeof web3 == "undefined’) {
// If a web3 instance is already provided by Meta Mask.
App.web3Provider = web3.currentProvider;
web3 = new Web3(web3.currentProvider);
}else {
// Specify default instance if no web3 instance provided
App.web3Provider = new Web3.providers.HttpProvider('http://localhost:7545"),
web3 = new Web3(App.web3Provider)
}
return App.initContract();
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2
//@579 object msgﬁaﬂ smart contract 2 contract
initContract: function() {
$.getJSON("Test_FullData.json", function(data) {
// Instantiate a new truffle contract from the artifact
App.contracts.Test FullData = TruffleContract(data);
// Connect provider to interact with contract

App.contracts.Test FullData.setProvider(App.web3Provider);

$.getJSON("TokenERC20.json", function(data) {
// Instantiate a new truffle contract from the artifact
App.contracts.dolToken = TruffleContract(data);
// Connect provider to interact with contract

App.contracts.dolToken.setProvider(App.web3Provider);

App.render();

b;
2
//rander wih html TuunsduiifinisiBendeyaain smart contract
render: function() {

S("#nav-placeholder").load("nav.html");

var accountinterval = setinterval(function() {

web3.eth.getCoinbase(function(err, account) {
if (err === null) {

if (App.account != account) {



App.account = account;
S(#PFaccount’).val(App.account);
App.getBalance()

if (App.account == 0x2B8F79184073919Db5b037eEf0a9Cf3f0B20910F) {
App.getWaitingList();
S('#createlli').show();
S(‘HeetDeedLi').show();
S('‘#saveTransactionLi').hide();
S(#getTransactionLi').show();
S('#endTransaction').hide();
S(HapproveTransaction').show();
S('#transferMoney').show();

Jelse if (App.account == 0x723C6DB5E4A01B647EL61e1094032e2969D9626) {
S(‘#insertValueApprove').empty();
S(‘Hcreateli').hide();
S(#HgetDeedLi').show();
S('#saveTransactionLi').show();
S(#getTransactionLi').show();
S('#endTransaction').show();
S(‘#approveTransaction').hide();
S(‘#transferMoney').hide();

Jelse {
S(#HinsertValueApprove').empty();
S(#createli').hide();
S(‘#eetDeedLi').show();
S(‘#saveTransactionLi’).hide();
S(#eetTransactionLi').show();
S('#endTransaction').hide();



S(#approveTransaction’).hide();
S(‘#transferMoney').hide();

b;
}, 100);
2
//5809 public key vaagldiu
showAccount: function(}
S(Husername').val(App.account);
2
//\3enau DOL TudayTidug
getBalance: function(){
App.contracts.dolToken.deployed().then(function(instance) {
instance.balanceOf(S('‘#PFaccount).val().toString()).then(function(result) {
var x = result.c[0] / 10 ** (result.c[0].toString().length - 1) ;
vary = x* 10 ** result.e ;
varz =y /(10 ** 18) ;
S(‘#PFbalance').val(z + " DOL");

//\euidu DOL
transferMoney: function(){
var transferee = S('#TMtransferee').val();
var money = S(‘#TMmoney').val() * (10 ** 18);

App.contracts.dolToken.deployed().then(function(instance) {
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return instance.transfer(transferee, money, { from: App.account });
}.then(function (result) {
S("#fail").hide();
S("#complete").show();
$S("#transactionStatus").modal();
}).catch(function(err){
console.log(err);
S("#complete").hide();
S("#fail").show();
S("#transactionStatus").modal();
b;
2
//Fongsonsiuesiisonsensia
getWaitingList: function(){
S(#insertValueApprove').empty();
App.contracts.Test FullData.deployed().then(function(instance) {
return instance.getWaitingList({ from: App.account });
}.then(function (result) {
S(#HinsertAlert').empty();
S(#insertAlert').append(result.valueOf()[0].length);
for (var i = 0; i < result.valueOf()[0].length; i++) {
S(#insertValueApprove').append('<div class="row justify-content-start™> <div
class="form-group container col-md-5"> <label for="transactionNumber'>%118Lav§INTIU
(Transaction number)</label> <input type="text' readonly class="form-control'
value="+result.valueOf()[0][i]+"> </div> <div class="form-group container col-md-5">
<label for="documentNumber'>tavilauniiau (Title deed numben)</label> <input
type="text' readonly class="form-control' value="+result.valueOfO[3][i]+"></div> <div

class="form-group custom-switch col-md-1"> <input type="'checkbox' class="custom-
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control-input' id='customSwitch"+i+"
onclick=\"customSwitchForm('customSwitch"+i+");\"> <label class='custom-control-label'
for='customSwitch"+i+"></label> </div> </div> <div id='customSwitch"+i+"Form'> <div
class="row justify-content-start’™> <div class="form-group container col-md-11'><h4>
s1waztdun (Details)</hd></div> </div> <div class="row justify-content-start'’> <div
class="form-group container col-md-5"> <label for="nameGiver'>public key ;ﬂﬁﬁfgiy']
(Transferer public key)</label> <input type="text' id="puGiver"+i+" readonly class="form-
control' value="+result.valueOf()[5][i]+" ></input> </div> <div class="form-group
container col-md-5"> <label for="nameReceiver'>public key ;:J%Juﬁliyiyﬂ (Transferee public
key)</label> <input type="text' id="puReceiver"+i+" readonly class="form-control'
value="+result.valueOf([1][i]+"> </div> <div class="form-group container col-md-5>
<label for:'estateContract'>L'3ufjj (Loan)</label> <input type="text' readonly class="form-

n

control' value="+result.valueOf()[2][il+"></div><div class="form-group container col-md-
5'><label for=\"estateContract\">A15553L183 (Fee)</label><input type=\"text\"
class=\"form-control\" id=\"STfee\" readonly

m

value="+result.valueOf([4][i]+"></input></div> <div class="form-group container col-

md-5'> <label for='estateRemain'>Tonnasludeya (Agreement)</label><label> 1.

[y

P ldlasulouunuvserouseleviinyanasimii</label><label> 2)31PNINEN

wandlilu 4) Wusafiusiodec/label><label> 3 Awgnasiluiifundasiidfoguduasfiasd
Julumenthsussieiaiuc/label><label> 4)dmauileifutssiunsiuiudeduedldd
mﬂﬁ%’uﬁmad</label><tabet>5.)5&1%@%5&%@8@5 "+result.valueOf()[6][i1+" #iad wazids
mamﬁ,&J"i‘Jawﬁ@ﬂ%k/Labeb </div> </div><br><div class="row justify-content-
center'><button type="button' id="approveTracsaction' class='btn btn-dark'
onclick="App.approveTransaction("+i+","+result.valueOfO[3][i]+","+i+","+i+","+result.valueOf
Or210i1+","+result.valueOf([6][i]+","+result.valueOf[4][i]+"); >approve</button>&nbsp;&nbs
p;<button type="button' id="rejectTracsaction' class="btn btn-dark'

onclick="App.rejectTransaction("+i+","+result.valueOfO[4][i]+"); >reject</button><br></div

></div><br>")
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S("#" + "customSwitch" + i + "Form").hide();
}
}.catch(function(err){
console.log(err);

D;

//a$rlaundinu

createDeed: function() {

var section = $('‘#Csection').val();

var numberOfsection = S(‘#CnumberOfsection’).val();

var district = S(#Cdistrict’).val();

var documentNumber = S(‘#CdocumentNumber').val();

var county = $(‘#Ccounty').val();

var province = S(‘#Cprovince').val();

var name = S(#Cfirstname').val() + " " + S(#Clastname').val(); ;
var nationality = $(‘#Cnationality').val();

var ownerAddress = $S('#CownerAddress').val();

var size = $(#Csize').val();
App.contracts.Test_FullData.deployed().then(function(instance) {

return

instance.sendDocument(ownerAddress,section,numberOfsection,district,documentNumb

county,province,name,nationality,size, { from: App.account });
}.then(function (result) {

S("#fail").hide();

S("#complete").show();

S("#transactionStatus").modal();

}).catch(function(err){



38

console.loglerr);
S("#complete”).hide();
S("#fail").show();
S("#transactionStatus").modal();
b;
2
/g wasiBunvadlauniiiu
getDeed: function() {
var documentNumber = S('#GdocumentNumber').val();
App.contracts.Test FullData.deployed().then(function(instance) {
return instance.getDocument(documentNumber, { from: App.account });
}.then(function (result) {
S('#Gsection").val(result.valueOf([0].toString();
S(#GnumberOfsection').val(result.valueOf()[1].toString());
S(#Gdistrict').val(result.valueOf()[2].toString());
S(‘#GdocumentNumberR').val(result.valueOf()[3].toString());
S('#Gcounty').val(result.valueOf()[4].toString());
S(#Gprovince').val(result.valueOf()[5].toString());
var tmpName = result.valueOf()[6].toString().split(" )
S(‘#Gfirstname').valltmpNamel[0]);
S('#Glastname').val(tmpNamel[1]);
S(#Gnationality').val(result.valueOfO[7].toString());
S(‘#Gsize').val(result.valueOf()[8].toString());
S("#fail").hide();
S("#complete").show();
S("#transactionStatus").modal();
}).catch(function(err}

console.loglerr);
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S("#complete”).hide();
S("#fail").show();
S("#transactionStatus").modal();
b;
2
//@3Wdenaug
createTransaction: function() {
var documentNumber = $S(#STdocumentNumber').val();
var fee = $(#STfee').val();
var interest = $(*#STinterest').val();
var money = S(‘#STmoney').val();
var puGiver = $(#STnameGiver).val()

var puReceiver = S(‘#STnameReceiver').val();

var feeT = fee * (10 ** 18);

App.contracts.dolToken.deployed().then(function(instance) {
return instance.transfer("0x2B8F79184073919Db5b037eEf0a9Cf3f0B20910F", feeT, {
from: App.account });
}.then(function (result) {
App.contracts.Test_FullData.deployed().then(function(instance) {
return
instance.saveTransaction(documentNumber,puGiver,puReceiver,money,interest,fee, {
from: App.account });
}D.then(function (result) {
S("#fail").hide();
S("#complete").show();

S("#transactionStatus").modal();
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}.catch(function(err){
console.log(err);
S("#complete").hide();
S("#fail").show();
S("#transactionStatus").modal();
b;
N.catch(function(err){
console.loglern);
S("#complete").hide();
S("#fail").show();
S("#transactionStatus").modal();
b;
2
//oUiiRdynndues
approveTransaction: function(index, documentNumber, puGiver, puReceiver, money,
interest, fee) {
var giver = $(*#puGiver'+puGiver+").attr("value");
var receiver = S(‘#puReceiver'+puReceiver+").attr("value"),
App.contracts.Test_FullData.deployed().then(function(instance) {
return
instance.approveTransaction(index,documentNumber,giver,receiver,money,interest,fee, {
from: App.account });
}.then(function (result) {
S("#fail").hide();
S("#complete").show();
S("#transactionStatus").modal();
App.getWaitingList();

}).catch(function(err){
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console.loglerr);
S("#complete”).hide();
S("#fail").show();
S("#transactionStatus").modal();
b;
2
//MlousiRdyandnues
rejectTransaction: function(index, fee){
var receiver = S(‘#puReceiver'+index+").attr("value");
var feeT = fee * (10 ** 18);
App.contracts.dolToken.deployed().then(function(instance) {
return instance.transfer(receiver, feeT, { from: App.account });
}.then(function (result) {
App.contracts.Test FullData.deployed().then(function(instance) {
return instance.rejectTransaction(index, { from: App.account });
}.then(function (result) {
S("#fail").hide();
S("#complete").show();
S("H#transactionStatus").modal();
App.getWaitingList();
}.catch(function(err){
console.log(err);
S("#complete").hide();
S("#fail").show();
S("#transactionStatus").modal();
b;
}).catch(function(err){

console.log(err);
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S("#complete”).hide();

S("#fail").show();

S("#transactionStatus").modal();

b;
2
//3ungauasiden transaction vadlauaiiiu
getTransaction: function() {
var documentNumber = S(‘#GTdocumentNumber').val();
var statusn
App.contracts.Test FullData.deployed().then(function(instance) {
return instance.getTransaction(documentNumber, { from: App.account });
}.then(function (result) {
for (var i = 0; i < result.valueOf()[0].length; i++) {
if(result.valueOf([3][i] == false){
status = "FANTTTIIUDY" ;
telsef
status = "lufnn1szaues” ;

}

S(#insertValue').append("<div class="row justify-content-start> <div class="form-
group container col-md-5"> <label for="transactionNumber'>#u18Lav53n334 (Transaction
number)</label> <input type="text' readonly class="form-control'
value="+result.valueOf()[0][i]+"> </div> <div class="form-group container col-md-5">
<label for="documentNumber'>an1ug§inssu (Status of transaction)</label> <input

type="text' readonly class="form-control' value="+status+"></div> <div class="form-
group custom-switch col-md-1"> <input type='checkbox' class='custom-control-input'
id="customSwitch"+i+" onclick=\"customSwitchForm('customSwitch"+i+");\"> <label

class='custom-control-label' for="customSwitch"+i+"></label> </div> </div> <div

id="customSwitch"+i+"Form'> <div class="row justify-content-start'> <div class="form-
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group container col-md-11><h4>31eazt98a (Details)</hd></div> </div> <div class="row
justify-content-start™> <div class="form-group container col-md-5'> <label
for="nameGiver>public key Q‘Lﬁﬁagﬁyﬂ (Transferer public key)</label> <input type="text'

readonly class="form-control' value="+result.valueOfQ[5][il+" > </div> <div class="form-
group container col-md-5"> <label for="nameReceiver'>public key E:\T'%Juﬁiyfg’l (Transferee
public key)</label> <input type="text' readonly class="form-control'
value="+result.valueOf([1][i]+"> </div> <div class="form-group container col-md-5>
<label for:'estateContract'>L?‘L!{]J (Loan)</label> <input type="text' readonly class="form-

n

control' value="+result.valueOf)[2][i]+"> </div> <div class="form-group container col-
md-5'><label for=\"estateContract\">A15551LiE1 (Fee)</label><input type=\"text\"
class=\"form-control\" id=\"STfee\" readonly
value="+result.valueOf([4][il+"></input></div> <div class="form-group container col-
md-5'> <label for='estateRemain>Uannadludya (Agreement)</label><label>  1.)
i ladlssuleuununseliieussleminyanasisini</label><label> 2)51A MmN
wandlilu 4) Wusafiusiadec/label><label> 3 Awgnasiluiifuulasiififioguduasfiasd
Julumentihsussieiaiuc/label><label> 4)dmpuitoifutssiunmsiuiudeduedldd
mﬂﬁ%’uﬁmad</label><tabel>5.)5&1%@%5&%@8@5 "result.valueOf()[6][i1+" #iod wazids
nenileTazniandec/labels </div> </divs<brs";
S("H" + "customSwitch" + i + "Form").hide();

}

S("#fail").hide();

S("#complete").show();

S("#transactionStatus").modal();

}).catch(function(err){

console.loglerr);

S("#complete”).hide();

S("#fail").show();

S("#transactionStatus").modal();



b;
2
//4AN153UB S
endTransaction: function() {
var tranno = S(‘#transactionNumber').val();
var documentNumber = $('#deedNumber’).val();
App.contracts.Test FullData.deployed().then(function(instance) {
return instance.endTransaction(documentNumber,tranno, { from: App.account });
}.then(function (result) {
S("#fail").hide();
S("#complete").show();
S("#transactionStatus").modal();
}.catch(function(errf
console.log(err);
S("#complete").hide();
S("#fail").show();
S("#transactionStatus").modal();
b;
}
Iy
S(function() {
S(window).load(function() {
App.init();
b;
b;
Folud : Test_FullData.sol
Al : Solidity

A193U"E : smart contract Ml¥lun1sdnnisfulauannuuaznisinues
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pragma solidity >=0.4.0 <0.6.0;
contract Test_FullData {
uint private transactionNumber = 0;

Nessasrdlaundifumiusn lumafdRaeilausiiuassiausine faujuenaasiing
izqkeyLﬁu
struct document {
address id;
//1. Fumisiian
uint section; //9¥7314
uint numberOfsection; J/auiinu
string district; //#1ua
/72 Tauninu
uint docNo; // waaiilaus
string county; //81L0®
string province; /3910
//3.58URIANVD
string name; // 1@ frisname+lastname

uint identificationNumber; //&gyu18

(%
=

//a.9quiiiilounasvun
uint size;
//5.3Ud R Ui > JUWHUN 1n51dU sumisiia uieen aweidmdnauisiu

}

mapping(address => document[]) private allDocument;
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/Nassasalaunfinuminmg)
struct transaction {
uint traNo;
//..other data
uint docNo; // tauiilau
address mortgage; // {l#d1u09
address mortgagee; // §UT1UB4
uint money; // 37U3URY
uint interest; // [oulun1siiues
uint fee; //As33uLilen
}
mapping(uint => transaction[]) private allList;

transaction[] private waitinglist;

//pssasauafinumimaa)
struct endtransaction {
uint traNo;
//..other data
uint docNo; // La%ma‘um
bool status;
}

mapping(uint => endtransaction) private allEndTransaction;

//aseifelauniidulsiugld

function sendDocument(address id, uint section, uint numberOfsection, string memory
district, uint docNo, string memory county, string memory province, string memory
name, uint identificationNumber, uint size) public {

//address nsuNAu
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require(msg.sender == 0x2B8F79184073919Db5b037eEf0a9Cf3f0B20910F);

document memory newDocument = document(id, section, numberOfsection, district,
docNo, county, province, name, identificationNumber, size);

allDocument[id].push(newDocument);

//UgINTINTBN1 TR
function saveTransaction(uint _docNo, address mortgage, address mortgagee, uint

_money, uint interest, uint fee) public {
require(msg.sender == 0x723C6DB5E4A01B647ED61e1094032e€a969D9626);
require(checkContract(_docNo));

transactionNumber = transactionNumber + 1;
transaction memory newTransaction = transaction(transactionNumber, docNo,
_mortgage, mortgagee, money, interest, fee);

waitingList.push(newTransaction);

//Tuiingsnssuveslauniisu
function approveTransaction(uint index, uint _docNo, address _mortgage, address

_mortgagee, uint _money, uint interest, uint fee) public {

require(msg.sender == 0x2B8F79184073919Db5b037eEf0a9Cf3f0B20910F);



if (index >= waitingList.length) return;

transaction memory newTransaction = transaction(transactionNumber, docNo,
_mortgage, mortgagee, mMoney, interest, fee);

allList[ docNo].push(newTransaction);

for(uint i = index; i < waitinglList.length-1; i++){
waitingList[i] = waitinglList[i+1];

}

delete waitingList[waitingList.length-1];

waitingList.length--;

L%

//louRdayan
function rejectTransaction(uint index) public {

require(msg.sender == 0x2B8F79184073919Db5b037eEf0a9Cf3f0B20910F);

if (index >= waitinglList.length) return;

for(uint i = index; i < waitinglList.length-1; i++){
waitingList[i] = waitingList[i+1];

}

delete waitingList[waitingList.length-1];

waitingList.length--;

//UAENNUGTY

function endTransaction(uint _docNo, uint _traNo) public {
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//require
require(msg.sender == 0x723C6DB5E4A01B647ED61e1094032e€a969D9626);
//ATIEOUAIUYNABY

transaction[] memory tmpTran = allList[_docNoJ;

bool status = false;
for (uint idx = 0; idx < tmpTran.length; idx++){
ifttmpTranlidx].traNo == _traNo && lallEndTransaction[tmpTranlidx].traNo].status){

status = true;

require(status);

endtransaction memory newEndTransaction = endtransaction(_docNo, _traNo, true);
allEndTransaction[_traNo] = newEndTransaction;
}
//uanesngazidunualaun
function getDocument(uint _docNo) public view returns (uint, uint, string memory, uint,
string memory, string memory, string memory, uint, uint){
//authen by user...
document[] memory tmpDoc = allDocument[msg.sender];

//require

for(uint idx = 0; idx < tmpDoc.length; idx++)X
ifttmpDoclidx].docNo == docNo){

return(tmpDoclidx].section,tmpDoclidx].numberOfsection,tmpDoclidx].district,tmpDoc[idx]
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.docNo,tmpDocl[idx].county,tmpDoclidx].province,tmpDoc[idx].name,tmpDoc[idx].identific
ationNumber,tmpDoclidx].size);

}

}
//M@ngINTINvadlaun
function getTransaction(uint _docNo) public view returns (uint[] memory, address|[]
memory, uint[] memory, bool[] memory, uint[] memory, address[] memory, uint(]
memory){
//authen by user...
address docOwner;
for(uint idx = 0; idx < allDocument[msg.sender].length; idx++)
iftallDocument[msg.sender][idx].docNo==_docNo)X

docOwner = allDocument[msg.sender][idx].id;

}
//require

//require(docOwner == msg.sender);

transaction[] memory tmpTran = allList[_docNoJ;

uint[] memory traNo = new uint[J(tmpTran.length);

address[] memory mortgagee = new address[l(tmpTran.length);
address[] memory mortgage = new address[l(tmpTran.length);
uint[] memory money = new uint[l(tmpTran.length);

bool[] memory status = new bool[J(tmpTran.length);

uint[] memory fee = new uint[J(tmpTran.length);

uint[] memory interest = new uint[l(tmpTran.length);

for(uint idx = 0; idx < tmpTran.length; idx++){
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traNo[idx] = tmpTran[idx].traNo;
mortgagee(idx] = tmpTran[idx].mortgagee;
mortgagelidx] = tmpTran[idx].mortgage;
moneyl[idx] = tmpTran[idx].money;
feelidx] = tmpTran[idx].fee;
interest(idx] = tmpTran[idx].interest;
iflallEndTransaction[tmpTran[idx].traNo].status){
statuslidx] = true;
}else {

statuslidx] = false;

}

return(traNo, mortgagee, money, status, fee, mortgage, interest);

//uansgsnssuvedlaunisensoysTa
function getWaitingList() public view returns (uint[] memory, address[] memory, uint(]

memory, uint[] memory, uint[] memory, address[] memory, uint[] memory)X
require(msg.sender == 0x2B8F79184073919Db5b037eEf0a9Cf3f0B20910F);

uint[] memory traNo = new uint[J(waitingList.length);

uint[] memory docNo = new uint[J(waitingList.length);

address[] memory mortgagee = new address[J(waitingList.length);
address[] memory mortgage = new address[](waitingList.length);
uint[] memory money = new uint[J(waitingList.length);

uint[] memory fee = new uint[J(waitingList.length);

uint[] memory interest = new uint[J(waitingList.length);
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for(uint idx = 0; idx < waitingList.length; idx++){
traNo[idx] = waitingList[idx].traNo;
docNolidx] = waitingList[idx].docNo;
mortgageelidx] = waitingList[idx].mortgagee;
mortgage(idx] = waitingList[idx].mortgage;
money[idx] = waitinglList[idx].money;
feelidx] = waitingList[idx].fee;
interest[idx] = waitingList[idx].interest;

}

return(traNo, mortgagee, money, docNo, fee, mortgage, interest);

//p3radouinlifniusy

function checkContract(uint _docNo) private view returns(bool) {
//authen by user...
//require

transaction[] memory tmpTran = allList[_docNoJ;

for(uint idx = 0; idx < waitingList.length; idx++){
iftwaitingList[idx].docNo == docNo)

return false;

}

ifttmpTran.length == 0X
return true;

}

iffallEndTransaction[tmpTran[tmpTran.length - 1].traNo].status){

return false;



}

return true;

Folud : dolToken.sol
Al : Solidity

A183Ue : smart contract MUy token THlun1sdnnisfesvasArsssuiioy

pragma solidity >=0.4.22 <0.6.0;

interface tokenRecipient {
function receiveApproval(address _from, uint256 value, address _token, bytes calldata
_extraData) external;

}

contract TokenERC20 {
// Public variables of the token
string public name;

string public symbol;
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uint8 public decimals = 18;
// 18 decimals is the strongly suggested default, avoid changing it

uint256 public totalSupply;

// This creates an array with all balances
mapping (address => uint256) public balanceOf,

mapping (address => mapping (address => uint256)) public allowance;

// This generates a public event on the blockchain that will notify clients

event Transfer(address indexed from, address indexed to, uint256 value);

// This generates a public event on the blockchain that will notify clients

event Approval(address indexed owner, address indexed _spender, uint256 value);

// This notifies clients about the amount burnt

event Burn(address indexed from, uint256 value);

e
* Constructor function
*
* Initializes contract with initial supply tokens to the creator of the contract
*/
constructor() public {
totalSupply = 1000000 * 10 ** uint256(decimals); // Update total supply with the decimal
amount
balanceOf[msg.sender] = totalSupply; // Give the creator all initial tokens

name = "bolToken"; // Set the name for display purposes
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symbol = "DOL", // Set the symbol for display purposes

/**

* Internal transfer, only can be called by this contract

*/

function _transfer(address from, address _to, uint value) internal {

/**

// Prevent transfer to 0x0 address. Use burn() instead
require(_to != address(0x0));

// Check if the sender has enough
require(balanceOf[_from] >= value);

// Check for overflows

require(balanceOf] to] + value >= balanceOf[ to]);
// Save this for an assertion in the future

uint previousBalances = balanceOf[_from] + balanceOf[_to];
// Subtract from the sender

balanceOf[_from] -= value;

// Add the same to the recipient

balanceOf[_to] += value;

emit Transfer(_from, to, value);

// Asserts are used to use static analysis to find bugs in your code. They should never fail

assert(balanceOf[_from] + balanceOf[_to] == previousBalances);

* Transfer tokens

*



*Send * value' tokens to * to’ from your account

*

* @param _to The address of the recipient

* @param _value the amount to send

*/

function transfer(address to, uint256 value) public returns (bool success) {
_transfer(msg.sender, to, value);

return true;

/**
* Transfer tokens from other address

*

*Send " value’ tokens to * to” on behalf of * from’

* @param _from The address of the sender

* @param _to The address of the recipient

* @param _value the amount to send

*/

function transferFrom(address _from, address _to, uint256 value) public returns (bool

success) {

require(_value <= allowance[ from][msg.sender]);  // Check allowance
allowance[_from][msg.sender] -= value;
_transfer(_from, to, value),

return true;
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/-X-*
* Set allowance for other address

*

* Allows *_spender’ to spend no more than * value' tokens on your behalf
* @param _spender The address authorized to spend
* @param _value the max amount they can spend
*/
function approve(address _spender, uint256 value) public
returns (bool success) {
allowance[msg.sender][ spender] = value;
emit Approval(msg.sender, spender, value),

return true;

e

* Set allowance for other address and notify

*

* Allows * spender’ to spend no more than * value' tokens on your behalf, and then ping
the contract about it

*

* @param _spender The address authorized to spend

* @param _value the max amount they can spend

* @param _extraData some extra information to send to the approved contract

¥/

function approveAndCall(address spender, uint256 value, bytes memory _extraData)

public



returns (bool success) {
tokenRecipient spender = tokenRecipient(_spender);
if (approve(_spender, value)) {
spender.receiveApproval(msg.sender, value, address(this), _extraData);

return true;

/**
* Destroy tokens

*

* Remove * value' tokens from the system irreversibly

* @param _value the amount of money to burn

*/

function burn(uint256 _value) public returns (bool success) {
require(balanceOf[msg.sender] >= value); // Check if the sender has enough
balanceOf[msg.sender] -= value; // Subtract from the sender
totalSupply -= value; // Updates totalSupply
emit Burn(msg.sender, value);

return true;

/—X——X—
* Destroy tokens from other account

*

* Remove * value' tokens from the system irreversibly on behalf of = from'.
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*

* @param _from the address of the sender

* @param _value the amount of money to burn

*/

function burnFrom(address _from, uint256 value) public returns (bool success) {
require(balanceOf_from] >= value); // Check if the targeted balance is enough

require(_value <= allowance[ from][msg.sender]); // Check allowance

balanceOf[ from] -= value; // Subtract from the targeted balance
allowance[_from][msg.sender] -= value; // Subtract from the sender's allowance
totalSupply -= value; // Update totalSupply

emit Burn(_from, value);

return true;



