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Abstract

The Project is a present the rotary car parking model which controlled by Arduino
microcontroller. The model can parking maximum six cars. The RFID module with Near Field
Communication (NFC) is used to specify the User ID. The DC motor with gear used to drive
the car parking system. The optical sensor is used to detect position of the basket. When
the car is incoming, the nearest empty basket will come receive the car and the
driver will get the User ID. This User ID will be used to identify where the car parking which
display on the LCD screen. The optical sensor detects the basket and sends the pulse signal

to microcontroller to count the pulse signal to identify the position of the car.

Keywords: Pulse Width Modulation, Incremental Motion Control System,

Automatic Identification, Hands Down Polling System, Back Electromotive Force
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C++ C Programming Language
DC Direct Current
EEPROM Electrical Erasable Programmable Read Only Memory
1/0 Input / Output
LCD Liquid Crystal Display
LED Light Emitting Diode
NFC Near Field Communication
PWM Pulse Width Modulation
REID Radio Frequency Identification
RISC Reduced Instruction Set Computer
RPM Revolutions Per Minute

SRAM

Static RAM
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2.7 lulasnaulnsaiaas

lulasaoulnsataos(Microcontroller) 1191nAn 2 é1 dwilsde Talas(Micro) maneds
yuraLdn wazd1i1 Aoulnsalaes(controllen) nutsfsiaaruquniogunsainiuay Fady
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ansaUszgndviiaieddsaeior Sudyaaanaing vie lwuimesuazeuny vaealiueines
v3ogUnsaidug Waaa Arduino Wuldvauuurinudass videvhaufadetulusunsuiivheu
UAIIE fueinannsnysenouiuliios vidoesdodiSafifinne dlusunsuiaun Arduino
aunsanilviantans

- 511 Arduino veialiunafleifisusuuesadu vesn Arduino fs1gnaaanunsasinld
dldnFetodnfasedulihu 30 $

- auldvanemanvedy Tsunsuiaun Arduino vheuléviauuiuled Macintosh
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Atmel LUB5 ATMEGA8 uaz ATMEGA168 193359Uva9uasnanuiuuilntue199501ela
Creative Commons License ammmsaﬁﬂﬂﬁmLLiJawiaﬁusnsJLLasLﬁuUszaw%mw Wlofnwins

Murestulans



22

2.7.1 quandAvasuasalneiialy
- Atmega A5¥Na mx8 ( 168 %30 328 J¥uitanui3s 16.00 MHz
- yuvesaaziians LED Wuans power way 7 pin 13 dmsunaaeu uwasdnass LED
Auanana TX RX
- Pin vuuasalunuu 11msgIunuuesnues Arduino Uszneulusie
- Digital 0 thru 13
- Analog 0 thru 5
- A Ref, 5V Ground Vin and Reset
- 6-pin standard ICSP header
- Autu-reset capabitity

Digital Ground
Digital 170 Pins (2-13)
|

Serial Out (TX)
Serial In (RX)

Analog Reference Pin

MADE g
ki INITALY

USB Plug —
Reset Button

In-Circuit
Serial Programmer

ATmega328
Microcontroller

External Power Supply

Reset Pin
3.3 Volt Power Pin
5 Volt Power Pin

Analog In
Pins (0-5)

Ground Pins

i‘lJ‘ﬁ 2.25 Arduino board
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NU1: https://j.\nwfile.com/z0wxio.jpg
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port analog PWM tag Serial port &1 Arduino tuduiaisiofavyinlineniamesainnsasu
dyaranatsusnuazdsdyyialiaunugunsainieuanlaegisiuss@nsamuinninly
\w3psignslfzivesanonuuuanlulasaeuiinesdnineitasilusunsuiaundinsudou

TUsunsulivesainau Arduino a1uisadssndvinaseslddaasesSudyyiuainaindnie

a3 wagaIuaunaentil uewnes wie aunsalduqlusiam Arduino Wuldviawuuriaudase
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wilsfidedn “Wirng” wii3osanlasenisves “Wiring” 1denld AVR wwed ATmega128 iy

lulasmeulnsalaesnddrviuremiiganudinas 1/0 Aoudsunniasid1Ay Atmegal28 1du

a Ao v o

Fnididdawuy SMD Favhiduguassadmsulisudulunisasisuesnuassietsastunilday

Y =

fuosuaruasnaziivwinrsuindig@eiaginiuarudndudmsufisuduidideslasuniny

Y

HeuinNAITUANG9R1N NN Arduino Waiun Source Code ¥BY “Wiring” snsimiunuiuuse
Tndlaglsanansaldauiululasreulnsaaasvunanady Megad Megal68 Mega328 lnaayinli
FEUUNIIVDIVOTATITWIAENEINTT “Wiring” unuazdsldaunsaldoaturinliinesnon1sneidns
Tdnuiueazdisendasuulunisaiisvesalulauindisnn eyl “Arduino” lasu
a v Y] < 1 [y <
Anufenangldaumlanduegiunnlussesiandusing,

Arduino #3atauluisesvesnnuitenenisiieuiazldauliosniniiniseanuuy

ca @ A

AdswneTunatuanunsidnumesleuuinelidudeulunainlulasaeulnsanesiisiden

11NUBLTU Parallaxe Basic Stamp Netmedia’s BX-24 Pidgets MIT’s Handyboard tazdnnang

v o

Windiauaulalnadeanufavinlusaalildaudekasiunisitauld sunsululasaesinsaass

Junan
Arduino WJuvesalulasroulnsaasslaeld AVR aurmandudiussananauay
denumugdmivinluldlunisfinwiieusssuululasaeulnsamesuaziiluussynaldau
Aeafunisaauaualnsal Input/Output singqlaunueidtuwuuiiidunsvinnuduieadasy
wIeLlousaduTiuivgunsalduiunauiinnes PC visdfillosnaindn Arduino aduayu
n1seusaiugunsal Input/Output /139 laNINUNeNsLUY Digital kag Analog L¥u N15TUAN
a & A L4 % ! = LS ! gj !
NEINGUI0gUNTAINTIIFU (Sensor) wuus1eTauluinisauangUnsal Output A9 AT

LED vaaalil uatmas Stad 1aessuuansanisuad Arduino @unsaasiakazusenaviduldaula

a s

oslunsaigldwedauidudidnnseiindeginmsoauisodounsisasdniaguiiinisnie

Y

pondmursiulusAfldunadnyadsusuns Source Code wazdogrenaslidldinluldau

Y

WrenaunaLlawmesenlalagliidealddnelag

drunwitunisdeuliswnsuaiuy Arduino tuagldniwn C++ Jadugvuuures

v v =

lUsunsun1wdUssynauuuniianiilasasiavesiiniwilas ulndifesiuiun1wdunsgiu

(ANSI-C) Bufiieausiladnisusuusesuuuulumsfeulusunsuuedruniaiiouluain ANSI-C
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Entfeuiietisananugesnlunisidoulusunsunaglvgioulusunsuaansadoulusunsule
SenazarANNTUNINMITEUAWTIULUUINASTILTEY ANSI-C Taense
Farnnsiildviinisanumduaimaassnisidaunidves Arduino unluszeziia
wianuiiluauesauds Arduino Tulafld C-Compiler Tnemsaus Arduino axildnwssnnsvia
ety Text Editor Wumnuiilunsfiededoasfudfivhiududomdnagiu Arduino
srluenldfudaniwduay Utility suqildifuedesdonamunlusunsuvediilasnoulvsaaes
nsrQa AVR 8ndinilalag Arduino az1denld C-Compiler ¥ea “GNU AVR-GCC Toolchain”
20U Library Function 484 “avr-libc” @ Utility fildlunns Upload Code Twfiu AVR Hufay
4903 “AVRDUde” Friufiidountv@ves AVR lusguduazdasnsuszgndldau Arduino
WlEUsEansamnsvhaunndeduluanfannsofnudenuauazuindilunisldou Libraly
LLazﬁw%’aSuﬂﬁUﬁ@iﬂu Libraly Gi’]ﬂs]fl’j\imﬂ‘ll’e)ﬂ “GNU AVR-GCC Toolchain” wag “avr-libc”
s ndieldiduuuimslunsudgnasusegnaldanu Arduino luguuuuiiadududou

[

1n9AuluBn Chip uag IC anelu Arduino Board fidnfty

ATmega328P pin mapping

@ Arduino function Arduino function ©OQ®
reset PCé 1 PC5 analog input 5
digital pin 0 PDO 2 PC4 analog input 4
digital pin 1 4EE® PD1 3 PC3 analog input 3
digital pin 2 PD2 4 PC2 analog input 2
digital pin 3 EID PD3 5 PC1 analog input 1
digital pin 4 PD4 ] PCO analog input 0
vCC vce 7 GND GND
GND GND 8 AREF analog reference
crystal PEB £l AVCC AVCC
crystal PB7 10 PBS __ digital pin 13
digital pin 5 G PD5 1 PB4 digital pin 12
digital pin 6 G PD6 12 PB3 @ digital pin 11
digital pin 7 PD7 13 PB2 :EE @D digital pin 10
digital pin 8 PBO 14 s

| @D digital pin 9

Ul 2.26 ity ATMEGA328P vunn 28 1

fisn: http://www.openfog.net/images/ATmega328P_A.png
Fauesa Arduino Aldlulusieaiiavnandsanitinenssuves AVR vun 8 Jalagly
an1tiaenssy AVR Feeanuuulay ATMEL 1ile¥ 1996 1Judfiguuy RISC (Reduced Instruction

Set Computer) #@01UA8NTIUNITADRUIAMINIUYU Harvard Fuennidignnudlushas
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wazntheanuddeyasenainiulaenaviadandluguil 2.25 lagldnieanuduuunnay
dmsudumhennudlusunsunagldniteanudwuy SRAm dnsuniisanuindeyauas
wenInigaiiviieauduuy EEPROM dsanunsaiudeyatenlililaelidndusedilnibedn

v

MY

Von Neumann vs. Harvard

Architecture
Memory Program Data
Data + Code Memory
Data Address
Instruction Variable
Data address address
/o l[e]
Devices Devices
Von Neumann Machine Harvard Machine

SUN 2.27 WSgUigun15InNISULILAMNIIV9E1URENTIULUU Von-Neumann wag Harvard

=1

NU": http://spiroprojects.com/webadmin/uploads/von.jpg

2

n3UR 2.26 azifiuinlnsialvesiildanidnenssunuy Havard 9zuen
wiheanudrdmsunudeyasenainlusunsuegadaauanidnenssy AVR uaz MCS-51 ald
EULL‘iJUUﬁIumiﬂvﬂﬂ’li‘wﬂ’JﬁJﬂ’J’]JJﬁ’]E‘i’mﬁmﬂmEJﬂ‘iiJJLL‘U‘U Von-neumann n1sandulainasiiy
TUsunsuvdedoyarsuiafvedidlsasldesadassinstueg fulusunsumesuiontansdu

DY

szuudoinisifudindunslidnvasiiuresanitnenssu AVR Aeddsdiulvgannsarieu

e

v A

IgaSanielu 1 clock cycle s@iig AVR vuin 8 Inasuuseaniduuszunnnisldauld 5 ngu
Lo

- Tiny AVR 10udglusuidndadeanisanudnneiiniavesisasinamnzaudv
szuUmUANTLIAAN I TIheAs ez satiuayuliinnin@figlugudagiisiangn
ningudu

- Mega AVR 2giid08neg1911 ATmega nsisasatuayunisluifisifunaonu

WinvAvewmtIgANNI llduIINNIInsEna Tiny wsneiunuauaunig iy
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- XMEGA ifiuannuazldenvenias A/D mnundfiamivaziden 10 Salusuidnniy
Ju 12 Tnuaz2993 DMA controller Fathsannszvestiiglunisaununissudsteyaszning
gunsal /0 Auvheaui

- FPSLIC (AVR core with FPGA) dvdusuiidesnisaueuiidesnisaadangulu
Fupsumsssniuuwasimunlaedosnuuuansasenuuuisslusyiuasamifniudaen e
UT58188713A133 (HDL: Hardware Description Language) 1un1w1 VHDL #300191 Verilog tag
T¥hsasiioonuuuyieusmiudilg AVR core

- Application Specific AVR LHu@figiooniuunilagiiuisasniupuanizaudly

A

Faliwuludenaudusiduisas USB controller #392993 CAN bus 1Uusiu

Y 9

Arduino Pin Mapping

www.arduino.cc

-
(RESET) PC& L1 28 1 PC5 (ADCS/SCL) analog input 5
digital pin 0 {RX) (RXD) PDO ] 2 27 [ PC4 (ADC4/SDA) analog input 4
digital pin 1 {TX} (TXD)PD1 3 26 [ PC3 (ADC3) analog input 3
digital pin 2 (INTO) PD2 ] 4 25 [ PC2 (ADC2) analog input
digital pin 3 (INT1)PD3 5 24 1 PC1 (ADC1) analog input 1
digital pin 4 (XCK/TO) PD4 16 23 [ PCO (ADCOD) analog input 0
vCee 7 22 [ GND
GND ] 8 21 [ AREF
(XTAL1/TOSC1)PBG ]2 20 [ AVCC
(XTAL2TOSC2) PET L1 10 18 [ 1 PB5 (SCK) digital pin 13 (LED}
digital pin 5 (T1yPD5 ] 11 18 [J PB4 (MISO) digital pin 12
digital pin & (AIND) PD& (] 12 17 [0 PB3 (MOSI/OC2) digital pin 11 [PWM)
digital pin 7 (AIN1) PDT (] 13 16 [ 1 PB2 (SS5/0C1B) digital pin 10 (PWM)
digital pin & {ICP1)PBO 114 15 L1 PE1 (OC1A) digital pin @ (PWM)
ATmegas

gﬂﬁ 2.28 Wwen991 989 Arduino Board

fian: https://www.arduino.cc/en/uploads/Hacking/Arduino-To-Atmega8-Pins.png

Gy AVR HlidenldaunatgivesuraziueiazliruinsiAInLaIITaLAEuLIa
migausinaensuisasatuayunislufiundefueenllulassuiendenliifgu
ATrnega328P daflnnuandheail

- W2EANUTILUSUATULUY FLASH vu1a 32 Alalus

- vdgANuITeyaLUU SRAM vun 2 Alalud

- vdgANuIeyALUU EEPROM wuia 1 Alalud
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- anfuayunsidensiouu L2C bus

- WosndunmeAnm I 23 U9

- 2995ARENTOUNTY

- MATU/AUIAUA 8 Un 313U 2 63

- ANUAlEUgeER 20 MHz

= 4 =
2.8 wialulagenstenlef (RFID Technology)
9151enlef (RFID) Hugoau1a1nA191 Radio Frequency Identification #3093 UUTANTY
gmlugd® (Automatic Identification) wuul3ane (Wireless) Wussuuyniendnuaivesianiiondy
aa ' I3 = ' ] 1% < v < %
Audiing neaariuresszuveisienlefazegiiniseutoyauin (Tag) lavatequinuuuls
ufia (Contactless) waza1u1safagarualaudluaniminiauidelad nuseniulenau
LSeduAzioN N1INTENUNTZWNN wazaNNsasuaTlamenusIge Inedeyaszgninuliluly
1As8U (Microchip) Tlegluuiin Tudagtulddinstmelulagonsionledluuszendldnuimdug
wana s lgluszuuunslan (Barcode) wuutdu i nsldeuludnsvlinmiee agsy
v ° U ¥ [ < ¥ L= < 3 [ v o ¢ A
Unsdmiuitneenauvenn Wudu viee1vaviluwalya (Capsule) aunaanilsagludidniiie
TufinuseTinneduny
s a = 3 [ 1 ! | A s A <
szuvonflenledazilasdusznounaned 2 @ lngdiunsnAensiualaunovseuin
o va o o | v < o Y Ao o v a v o A
(Transponder / Tag) Mldanfuingsanaqiidesnis lagunnagviminduiinteyaiiediuianiu
Huqly uazdiuaesfe iwIssdmsusunsedeudoyanigluwiindenaurnuding (Interogator

LK

/ Reader) lagn15vinauveaniesauagyiiminndngiasnuluslaiuanudinglidudidns

1% ° =

E’Tqmaiﬁwmaﬁﬂmaﬁﬂé (Electronics) Aeluaiunsadsloyadiniziuansdalenanual

U

(Identity) vosunazinsnauntUszaananioula
2.8.1 ufin (Tag)
Win W13nfImsaERawes (Transmitter) naufuAILsaUsunes (Responder)

lnglasadreneluvesuiinazusenausie 2 dulug laun vealadndsyiuminiduanseinia

]
1o A

(Antenna) waglulas3udsvnarnvuiaanivittnduaisennmatuaglddmsudsdugunay
pudInguazaiandsnuteulidudiuveddulasiy Mvimhalunisiiudeyasisuesingiug

lnenaluduiinensazedluguuuumdulans nszay wiuilayd watain Ndvwiauaziusia

[y 757
[

wanasiueenty NllusgiuiagiazdiuiwinluAnlivasdlanaleguuuy 1wy auiawindng

o

LSRN W3EEy NSeAN AanduA ualga s

2.8.1.1 UseLnnvadudin
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TngnannstiuauisawtsUssinvveswinidnsidanueenidu 2 wialngq lae

WAALYRALTANULANA1AUTULIVBINITIEINUY 51A7 LASIASIBALUANNITYINNIY TIEI1UTD

(%
v A

wUskenaanlanadl
<@ a a . <@ a qy v [y 1 a
- uinviinvasuenaiin (active Tag) winwyinilazdesorduunalnainiunines
(Battery) Meueniiedngndanuliiasmelutuyiieuy isnazanunsaiis uuazilisutoyaasly
uwinadinaily uaznmsndeslduunmesdailiunnelaiifengnisldaudiianuegvesunnes
Wowuamainuanaesiuinluie ldauisadinduunldaulngld winyfiadauisad

nihganumeluvualuglats 1 wnnglud (Megabytes) uazaunsaeudeyalaszezlnagn

v a o w

Uszanad 10 wes Felnandnvliania@n (passive) dnnsdalinndedeganasdeaunsavinaulu

[

USnanfidyausuniulaenaie
- ¥flanadn (Passive Tag) unnulafllidudusssofounasanglnainnieusn

a9 wsizneluniinasiiiasinlalwindesivuisnanduwnasaglnlusi dldnnseu

Poyanuvilalilnauinin sseverugegaussaia 1 wng lngasiuegiuniunsavesasodds

Y

wazeAuauiingfily Tneunfududinvdadinimbheenusvunndn Taertludssana 16 f
1024 lust (bytes) sdninuaziiongnisldanulisrin uideidedde fewdeyardesinim
hge uariilgidevanldnuludanndenifidyaausivanlnihauniudnde

2.8.2 1Aseseuvielloy (Reader)

wihfvesaseseunfenIslioudensadeudeyaadtuniniedygyiuniuding

9

<

wananiligudeyanadesdaiuarunsalunisdesiuniseudeyatidu lunsdiiuingning

< [J

nsegluusnaaunwiminiiihidendoyeasituriosglusseznissudadeya Aoravinlien

g1udeyariin1ssunses udeyasinuiingregisosqlidugn duuiioiudeyaninsediszuy

Y

Josiumansalidull NiSundiseuy “uaunnnullnds (Hands Down Polling)” laesiguteys
ve v | v aa a ¢ v i = = Nda & < !
rddliunnuganisdsdayalunsdlifiamsnisaldenan viee1aiiuansaniuinraiguine

Tuusnaauuudimanliiwioudu viefisenin “uuydnfs (Batch Reading)” fgudayanis

Y

fianuanunsafazdndisuniseruuinitazfiale Janistanizssyduindulussuudnlula
(Automatic Identification) Inengluasesauazuseneumediulsenaunanasil

- Wazdsdayeyauing (Transceiver)

[

- APES A YIUNvE (Carrier)

'
o Y A

- Wamﬁmmmwﬂuawmmﬂ

o

- 29959udyQal (Tuner)

Ag7]

- mhguszananateaya (Processing Unit)
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2.8.3 wann1ssUaefuvadansenlon
2.8.3.1 inseseuensienled agUdeuadundivanlniiosnunasnialiaz Aoy
[y I A & a 1 <@ = 1 A a Y & g [y 1A

A53R3URLIntuUSnuauNwiman i vIelal vedndevilanAesnsunsaaduidinisuegian
(Modulation) deyayauintunsaly

2.8.3.2 dleflufinidunegluszozudnauauuwimantni winagldfundsnuluih
A a PN ° A 1 < A Y @ a [ [ 1 o a
MAnnmswlienivesnduwiwanini ieliuiinEuvihausasavdstayaluniisnnudni
HuNIsHBgEAiUARUNIMELEIRENIIVINSENE DN AR N8 luLTn

1 ]

2.8.3.3 AuNMeignaIanuNLAn IziAnsWRsuLUaILBNNEYA

a

(Amplitude) A3 wIeLaTuagiuianI1uagLan

Y

2.8.3.4 1A39991UD15eN R LA5193UANULUASULUAIUDIARUN UL AL UA

[ v ] o o = o v v 1
sanunludeya antuagyinisaensiadiethveyaluldnusely

uni 3

YURDUNITANEUNT
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lassuiilunisinganisueassiaensadnludflaeldlusunsy Arduino IDE Tunis
mvAulagyiINsANATFURUUANIUTRBnsadnluliALUY Rotary fagaduinfeussuuduiniou
& aa o =3 [ v A = ad o =3
TunaukarIsNsUsalUivaIngasusaludaaunnuniuswluaadsmsinluifiveesssuuaen
sodnluliiguuuy Rotary uanihlulasaeulnsaaesuivszendldlunisaivnuyndiassiiaensa

DR LUIIR

3.1 BHUNISATLUIIUY

A157197 3.1 WNUNIALEUUYDIlATING

ANSALIUU LYLIANAIUU (WPBUN)

1 2 3 4 5 6 7 8 9

1.AnwIN1991191uv04 S
SEUUDATNON LULR LY

sULUULInN3

2. @095l auUeIe —— ¢
Arduino s3ufU TUswnsy

Arduino IDE

3.99NKUUNTAWIS

4. 09NLUULONAWIS o

5. NAADULUUIIADY —
3T A S 9 < L 8 i B BN N N B N N N N | - .

6.90VINUIEYYIUNUG -

-GG TALUTY

3.1.1 25N15AL U

3.1.1.1 fnwimsfuaiuassivsindeyaiieiiuiivensadmludfuuumyndudg
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3.1.1.2 Anwimsvhanunagisnisldnuvesszsuudaludfnuumyuiuag
3.1.1.3 Anwin1stdaulusunsy Arduino IDE

3.1.1.4 DONLUUENIALIT

3.1.1.5 dpvinsnsuazindigunsaifidlélunisaiun

3.1.1.6 senuuULTeviLLg lWeulusunsaildlunsauay

3.1.1.7 MAFBUNNST I UVDITLUU A UITBUNNT DY

3.1.1.8 @3UNan1INAa DY

-7 Qe
3.2 N1599NUUUYATIADITZUUTIDATNDN LUK
o o £y wa 6 o d' =
N1509NHUUNITYINNUYATIARITEUUIDNT0dRLULR gunsainanfldluniseanwuume
DC Motor lpe#ild Arduino UNO R3 tdusdinis iisluaurunisvihaiuesiiuening A DC
Motor 4atnasazrinlissuusnludduuritausiudaulynsdsuldswnsuasluluswnsy

Arduino IDE 1A

Tag Start

Arduino « | Sensor

Motor

DC Motor

Drive

sUT 3.1 nMseenuUUMITINUYATIaeIsEUUIansasnludALuy Rotary

3.2.1 LAUMSANERIIUYD9IATINIG



EEALGER NG

)

= = [ A A Y %
ANYINHHYUASHANDITNINYIVDINY

JTUVIOAT00 TUNAUUH YUV

= A
ﬂﬂmgﬂuuuﬁluiz‘uum’u‘m‘uqu‘n

90A3007 IUTAUVV K UIUVIT

= Y} S A D
ﬂﬂ]%l’]%@%ﬁ@ﬂﬂﬁﬂ!ﬂlﬂﬂ?ﬂl@ﬁﬂﬂIﬂﬁ\i\ﬂu
\

DONUUVEIUAN VDI IATINY

Yy 1
‘Vhfﬂiﬁ%}NGI)'uQTMWWNﬁ@fJﬂLL‘UU

Y

NAFTOUNITNINIY
NO

v o a 4 & o &
agduazaainfsayaniimus Ufnlgsuazufila

v

Fuaamsniilasanis

a

JUM 3.2 urunsaniiuanuiamue

3.2.2 52UUNSINUNIIEASNDN I ULA
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v tS' o o Ve Y
ﬂﬁ‘$L°T]’W]';]“Vm[§1§‘\1ﬂ‘1_IEJj1‘H

wyulliusn

A 4

Tns0idinaan

AARINIFARA

QUANININU

5UN 3.3 M3y

3.2.4 gunsalidanldy

(Gmﬁum@ﬁmm)

\Z

wingvia g 1

FINAAALITVA

A o
NN

3.2.6.1 yowasludiuyniusadu —a

o A d‘ o L 707
UINTELTNNTNEA l?]Nﬂ‘LIBﬂ"H

wyulinqnsusn

wrneanannIziinaens

AARNADTUZAUID

AUANTNNIU
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unvestainasnaziiunldlunisnyuiioduivan uaznisidenainuisog

4

AanstunN1sryusuTe INNIUImITNveIgIUYAvyUsUTadIaewtn 0.2 Alansuse 1 nsuid
pankuuaInsasutmtnluanla 0.3 Alanduse 1 nszid sautminAItug 6 nssd1siy
Wwitinvedlvanvzld 1.8 Alansu auilewmiin 2 Alansu wawidn 3 Alansu lewidn 3 Alansy

IRzt nEkdn el Auiles 19 ndnsau 9.8 Alansu iduiuaudnatsvaawma 1g widu 2
WURINS SAd WU 1 wuRues

- M3AAILsUn ( Torque ) YasalBs lUAIUYALUTUTATU — a9

INNANNTT T = Fxr (3.1)

F = mxg (3.2)

F=98Kgx981 m/s’

=06.138 Nem
e r =001 m
T =96.138x0.01
=0.96138 Nem

<~ usadanawmesludiuyanyusuaTu - ad Wiy 0.96138 Tafiuuns

Woynsusadily 48 vo uaziesdl 38 fuvyuainnszidusniansidigaiieg

Aeanstdiaan 7 3ud e 1 st Tdhaviyu 1.16 Jund agla

a8 1.26315  soU
38
_ 1'267315x60

N =10.82706 sau/u¥i
s lRSaUVRINRMBYINTU 10.82706 S9U/UNN wnuAIsY N

AsAUIMMNAaI A vaILBIN DS
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NNANUNTT P=2axTxN (3.3)
T =0.96138 Nem
N =10.82706  sau/ui
P = 21x0.96138x10.82706
= 65.42749
TMANTANLIUANSEWE N ANURIUBINDS (FBINTlawsIae 12 V)
P
INAUNT | = — (3.4)
E
_ 65.42749 W
12 V
=5.45229 A

" nszualnihvesnewesludiyasuse wiriu 5.45229 weuwds

° H o A sy o = a o = A 9]
ANNANITATUIUUINRUNNUDLNDINDITUNITLAD 9.8 fﬂ;ﬁﬂﬁll fﬂx‘iLﬁaﬂI“U DC

19919512 1ad 2 wauwls 110 saU/119% Ndanuausasuluanla 60 Alansy
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3

JUN 3.4 wawesifgsnitenld

fian: http://www.robotpark.com.tr/image/cache/data/PR0O/93262/93262 01-700x700.jpg

dornusiseunawes 110 sou/unil azliianvesnisnyunssidnasu 1 sou

- MIMWIUIAIINTEIdMYUATU 1 58U

Fnusounewas 1 saunisvihau X nan
_ - (3.5)
AMULEITOU

_ 1.26315 x60
2.5

=50.525664  Ju¥

. finnudawewes 2.5 sou/uit agldiian 50.53 3undl lumswyuasu 1 seu

3.2.4.2 wulgesvilalduas (Optical Sensor)
Gonldwumasydalduaniioldnsraduingulanzuazalansld n1s

Uszgnaldauldnsiaduimundaunuiidinaing Mdenldilossnduwugesiiaiiman

LY Y] [ ‘: [~ [ d’lj d‘ a :.’/
NENASH LAUNZAUAUTUIY WWUNISUTENEANUNLUNITARG S

gﬂ‘ﬁ 3.5 track trace module infrared tracking probe 5000 tracking tracing sensor black and

white line detection


http://www.robotpark.com.tr/image/cache/data/PRO/93262/93262_01-700x700.jpg
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fian: http://¢01.a.alicdn.com/kf/HTB1ZU4pKXXXXXa5XpXXg6xXFXXXP/Robot-1-Channel-

font-b-Tracing-b-font-font-b-Tracking-b-font-Sensor-Module-Smart.jpgon

3.2.4.2 NFC (Near Field Communication)
donldesienled ielddudusiadldiu Tnensuininsiiadennszidnunds

o A v A I Y PPN o & ] ! v
ﬂ@ﬁ‘Uiﬂ ‘V]Laaﬂs[ﬂjl,u@ﬂﬁ']ﬂL‘Uu53‘U‘U15fﬁ']EJV|3Jﬂ'J']3JLVill']3?13Jﬂ‘U6UU\‘1']‘L!LLaS\ﬂEJG]E)ﬂ'ﬁI‘UQ']u

RFID-RC522 pinout see MFRC522* chip datasheet

) e

g [Twa) fveda) 5

R3 R4 C3

<<->;>>>>

NE"C 1SYONODYIOS INISOU XIS VOS

@
o~
I
10
O
x
o
—
~
+%

(¢

EIEIEIE) )

D1 Rl LI L2

sUfl 3.6 RFID module RC522

fiyn: http://img.olx.com.br/images/13/131716017415567.jpg

3.3 JumeunIIANTUIIY

fumeumsatsgnsiaostazuiadu 2 d fe duvedasaiauasdimredusunsy
Tneiismssniunuduioluid
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#include <Wire.h>

#include <LiquidCrystal_12C.h>
LiquidCrystal 12C lcd(0x3F,2,1,0,4,5,6,7);
#include <SPI.h>

#include <MFRC522.h>

int buttonPin=2;
int buttonState;
int lastButtonState;

#define RST_PIN 9
#define SS_PIN 10
int pos = 0;

MFRC522 mfrc522(SS_PIN, RST_PIN);

String cardID;

int count;

int count_active;

unsigned long previousMillis = 0;

const long interval = 1000;

int motor_speed=255;

int en[2]={0, 7}

int card_check;
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char* id_card[7]={"AAA","8697a324","568b8324","068da724","859d53a8","16649f24","96418424"};
int park_use[7];

int state=0;

void setup() {

Serial.begin(9600);

lcd.begin (20,4);

lcd.setBacklightPin(3,POSITIVE);

lcd.setBacklight(HIGH);
SPI.begin();
mfrc522.PCD_Init();
pinMode(2,INPUT);
pinMode(6,0UTPUT);
pinMode(7,0UTPUT);

void loop() {
buttonState = digitalRead(buttonPin);
if (1 mfrc522.PICC_IsNewCardPresent()) {

buttonState = digitalRead(buttonPin);
if (buttonState 1= lastButtonState) {
if (buttonState == HIGH) {
Serial.printin("Button1");
state+=1;
if(state>6){
state=1;

}
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if(state==card_check){
drive("stop");
if(park _use[state]==0)}
park_use[state]=1;
Jelse{
park _use[state]=0;
}
}
}
lastButtonState = buttonState;
}
lcd.setCursor(0,0);
lcd.print("CardID:");
lcd.print(cardID);
lcd.setCursor(0,1);
led.print(">:");
lcd.setCursor(0,2);
lcd.print("Now Open:");
lcd.print(state);

lcd.setCursor(0,3);
led.print("["+String(park_use[1])+"]["+String(park _use[2])+"]["+String(park_use[3])+"]["+String(park
_use[d])+"]["+String(park_use[5D)+"1["+String(park_use[6])+'");

unsigned long currentMillis = millis();
if (currentMillis - previousMillis >= interval) {
previousMillis = currentMillis;
iflcount==3)
cardiD="";



digitalWrite(2,LOW);
count_active=0;
count=0;
card_check=0;
}
iflcount_active==1){

count+=1;

return;

// Select one of the cards
if (! mfrc522.PICC_ReadCardSerial()) {
return;
telsef
tone(8,2000,200);
}
card_check=0;
cardiD ="
for (byte i = 0; i < mfrc522.uid.size; i++)

cardID += String(mfrc522.uid.uidByte[i] < 0x15 ? "0" :

cardID += String(mfrc522.uid.uidBytel[i]l, HEX);
}
for(int i=1;i<=6;i++)
iflcardID==id_card[i])

card_checks=i;

")
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drive("forward"),
}

iflcard_check>=1){

// count_active=1,

// digitalWrite(2,HIGH);
lcd.setCursor(0,1);
lcd.print(">:PARKNUM["+String(card _check)+"]");

}

}
void drive(String cd){
iflcmd=="stop"}{
analogWrite(6,0);
digitalWrite(en[1], LOW);
// digitalWrite(en[2], LOW);

Jelse if(crnd=="forward")}{

analogWrite(6,motor_speed);

digitalWrite(en[1], HIGH);
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(Data sheet)

1. Using a MFRC522 reader to read and write MIFARE RFID cards on ARDUINO through the MFRC522
library BY COOQROBOT.

Mario Capurso (m.capurso@libero.it)

MIFARE is the NXP Semiconductors-owned trademark of a series of chips widely
used in contactless smart cards and proximity cards. According to the producers,

billions of smart card chips and many millions of reader modules have been sold. [1]

The technology is owned by NXP Semiconductors (spin off from Philips Electronics in 2006) with headquarters in Eindhoven, Netherlands, and main
business sites in

Nijmegen, Netherlands, and Hamburg, Germany.

The MIFARE name covers proprietary technologies based upon various levels of the
ISO/IEC 14443 Type A 13.56 MHz contactless smart card standard.
The MIFARE name (derived from the term Mikron FARE Collection System) covers

seven different kinds of contactless cards.

MIFARE Classic employs a proprietary protocol compliant to parts (but not all) of ISO/IEC 14443-3 Type A, with an NXP proprietary security protocol

for authentication and ciphering.

The MIFARE Classic card is fundamentally just a memory storage device, where the

memory is divided into segments and blocks with simple security mechanisms for

access control. They are ASIC-based and have limited computational power. Thanks

to their reliability and low cost, those cards are widely used for electronic wallet, access control, corporate ID cards, transportation or stadium

ticketing.

The MIFARE Classic 1K offers 1024 bytes of data storage, split into 16 sectors; each sector is protected by two different keys, called A and B. Each
key can be

programmed to allow operations such as reading, writing, increasing valueblocks,

etc. MIFARE Classic 4K offers 4096 bytes split into forty sectors, of which 32 are same size as in the 1K with eight more that are quadruple size

sectors. MIFARE Classic mini offers 320 bytes split into five sectors.

For each of these card types, 16 bytes per sector are reserved for the keys and access conditions and can not normally be used for user data. Also,
the very first 16 bytes contain the serial number of the card and certain other manufacturer data and are read only. That brings the net storage
capacity of these cards down to 752 bytes for MIFARE Classic 1k, 3440 bytes for MIFARE Classic 4k, and 224 bytes for Mini. It uses an NXP proprietary

security protocol (Crypto-1) for authentication and ciphering.

The encryption used by the MIFARE Classic card uses a 48 bit key. [18]
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A presentation by Henryk Plétz and Karsten Nohl[19] at the Chaos Communication
Congress in December 2007 described a partial reverse-engineering of the algorithm used in the MIFARE Classic chip. Abstract and slides[20] are
available online. A paper that describes the process of reverse engineering this chip was published at the August 2008 USENIX security

conference.[21]

In March 2008 the Digital Security[22] research group of the Radboud University
Nijmegen made public that they performed a complete reverse-engineering and
were able to clone and manipulate the contents of an OV-Chipkaart which is a
MIFARE Classic card.[23] For demonstration they used the Proxmark device, a

125 kHz / 13.56 MHz research instrument.[24] The schematics and software are
released under the free GNU General Public License by Jonathan Westhues in 2007.
They demonstrate it is even possible to perform card-only attacks using just an

ordinary stock-commercial NFC reader in combination with the libnfc library.

In April 2009 new and better card-only attack on MIFARE Classic has been
found. It was first announced at the Rump session of Eurocrypt 2009.[35] This attack was presented at SECRYPT 2009.[36] The full description of this
latest and fastest attack to date can also be found in the IACR preprint archive.[37] The new attack improves by a factor of more than 10 all

previous card-only attacks on MIFARE Classic, has instant running time, and it does not require a costly precomputation.

The new attack allows to recover the secret key of any sector of MIFARE Classic card via wireless interaction, within about 300 queries to the card. It
can then be combined with the nested authentication attack in the Nijmegen Oakland paper to recover subsequent keys almost instantly. Both
attacks combined and with the right hardware equipment such as Proxmark3, one should be able to clone any MIFARE Classic card in not more

than 10 seconds. This is much faster than previously thought.

The MFRC522 is a highly integrated reader/writer IC for contactless communication at 13.56 MHz. The MFRC522 reader supports ISO/IEC 14443
A/MIFARE mode.

The MFRC522’s internal transmitter is able to drive a reader/writer antenna designed to communicate with ISO/IEC 14443 A/MIFARE cards and
transponders without additional active circuitry. The receiver module provides a robust and efficient implementation for demodulating and
decoding signals from ISO/IEC 14443 A/MIFARE compatible cards and transponders. The digital module manages the complete ISO/IEC 14443 A

framing and error detection (parity and CRC) functionality.

The MFRC522 supports all variants of the MIFARE Mini, MIFARE 1K, MIFARE 4K, MIFARE Ultralight, MIFARE DESFire EV1 and MIFARE Plus RF
identification protocols. To aid readability throughout this data sheet, the MIFARE Mini,

MIFARE 1K, MIFARE 4K, MIFARE Ultralight, MIFARE DESFire EV1 and MIFARE Plus products and protocols have the generic name MIFARE.
The following host interfaces are provided:
» Serial Peripheral Interface (SPI)

» Serial UART (similar to RS232 with voltage levels dependant on pin voltage supply)

« 12C-bus interface
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Transaction Sequence Typical Transaction
------------ Time

Request Standard

‘ Request All
Identification and Selection

[ Procedure

|
Anticollision Loop il 3 ms without collision
Get Serial Number + 1 ms for each collision

Select Card

|

Halt

I

e

3 Pass Authentication Authentication Procedure
sector specific 2ms
g | | | ] | Memory Operations
Read Write Decre- Incre- Re-

Block Block ment ment store Halt 2.5 ms regcl block
6.0 ms write block

| | | 2.5 ms dec/increment

Transfer 4.5 ms transfer

Answer to Request :

With the Answer to Request sequence the MIFARE® RWD (Read Write Device) requests all MIFARE® cards in the antenna field. When a card is in the

operating range of a RWD, the RWD continues communication with the appropriate protocol.

Anticollision loop
In the Anticollision loop the serial number of the card is read. If there are several cards in the operating range of a RWD they can be distinguished
by their different serial numbers and one can be selected (Select card) for further transactions. The unselected cards return to the standby mode

and wait for a new Answer to Request and Anticollision loop.

Select Card
With the Select Card command the RWD selects one individual card for further authentication and memory related operations. The card returns the

Answer to Select (ATS) code, which determines the individual type of the selected card.

Access Specification
After identification and selection of one card the RWD specifies the memory location of the following access.
Three Pass Authentication

The appropriate access key for the previously specified access is used for 3 Pass Authentication. Any communication after authentication is



automatically encrypted at the sender and decrypted by the receiver.

Read/Write

After authentication any of the following operations may be performed:

READ reads one block
WRITE writes one block
DECREMENT decrements the contents of one block and stores the result

in the data-register

INCREMENT increments the contents of one block and stores the result
in the data-register

TRANSFER  writes the contents of the data-register to one block

RESTORE  stores the contents of one block in the data-register
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The MF1ICS50 IC of a Mifare Classic has integrated a 8192 Bit EEPROM which is split into 16 sectors with 4 blocks. One block consists of 16 bytes (1

Byte = 8 Bit).
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Memory Organisation:

Sector No. Block

No.
o [
0 1
2
3
0
1 1 [ ] .. sector Trailer
2
3 I .. Manufacturer Code ="Block 0"
0
2 1 [ ] .. Data Block
2
3
0
3 1
2
3
0
4 1
2
3
0
5 1
2
3
0
14 1
2
3
0
15 1
2
3

Manufacturer Code (Block 0 of Sector 0)

The first block of the memory is reserved for manufacturer data like 32 bit serial number. This is a read only block. In many documents it is named

"Block 0".

Data Block (Block 0 to 3 except "Block 0")

Access conditions for the Data Blocks are defined in the Sector Trailers. According to these conditions data can be read, written, incremented,

decremented, transferred or restored either with Key A, Key B or never.



2.6.1 Sector Trailer (Block 3):

BitMNo. | 76543210 X ... Sector Mo. (0to 15)
Byte Y ... Block Ma. (0to 3)
Ma.
0
1
2 KEYSECXA
3
4
5 bitgg 7 2] 5 4 3 2 1 0
& —3 |C2X3_b | C2X2 b| C2X1_b|C2X0 b | C1X¥3_b|C1X2 b|C1X1_b|C1X0 b
7 ACCESS CixX3 |[Cixz [CiX1 |CiX0 |C3X3_b|Caxz _b|Caxib|CaX0 b
B COMDITIONS CaMa | Caxz [Caxi | Caxo | CEx3  |Caxz | caxt  [CaEMo
g -y |BXT BXE Bx5 BX4 B3 Bx2 Bx1 BX0
10 _b stands for inversion; e.g. C1X0_b=INV(C1%0)
11
12 KEYSECXE
13 (optional)
14
15

The fourth block of any sector is the Sector Trailer. The Sector Trailer contains access Key A
(KEYSECXA) an optional Key B (KEYSECXB) and the access conditions for the four blocks of that
sector. If Key B is not needed. the last 6 Bytes of block 3 can be used as data bytes. The comesponding
access condition settings are marked grey below.

CIXY to C3XY which are stored twice for safety reasons define the access condition independently for
the sector’s four blocks. The last byte of the access conditions may be used to store some specific
application data (e.g. location of the write backup block).

#  Access condition for the Sector Tratler (Y = 3)

KEY SECXA ACCESS COND. KEYSECXB
C1X3 | C2X3 C3X3 read write read write read write
0 0 i never key A key A never key A key A
0 1 0 never never key A never key A never
1 0 0 never key B [ key A|B | never never key B
1 1 0 never never | key A|B | never never never
0 0 1 never key A key A kay A key A key A
a 1 1 newver key B |key A|JB| key B never key B
1 0 1 never never key A|B| key B never never
1 1 1 never never key A|lB | never never never
incr, decr. transfer, restore @ never
NOTE: Key AIB means key A or key B:

If key B may be read (all grey marked lines) the memory space for Key B is used for data
storage and it shall not be used for authentication because all further memory access
operations will fail.
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Since the transport access conditions (after chip manufacturing ) equal to 001, new cards

must not be authenticated with Key B !

¢ Access condition for Data Blocks (%Y = Ot 2)

CixyY | C2XY | C3XY read write iner decr, transfer,

restore

0 0 0 keyA|B' key AB' key A|B' key AIB'

0 1 0 keyﬁ;lEl.‘ never never never

1 0 0 keyA|B' key B' never never

1 1 0 keyA|B' key B' key B key AB'

0 0 1 keyA|B' never never key AB’

0 1 1 key B' key B never never

1 0 1 key B' never never never

1 1 1 never never never never

The process of decrement and increment of a block's data is performed and controlled by the Card-

IC.

¢ Transport code

For transportation, KEYSECXA and the access conditions are predefined by the manufacturer as

follows:

CIX0. CZX0.C3X0=000
CIX1.C2ZX1.C3X1 =000
CIX2 CIXZ.C3X2=000
CIX3 CIX3.C3X3=001

KEYSECXA .secret key, known only by

block O (data block )
block 1 (data block)
block 2 (data block)
block 3 (Sector Trailer)

the manufacturer and system integrator
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If Key B may be read in the corresponding Sector Trailer it cannot serve for authentication (all grey marked lines in previous table). Consequences: If

the RWD tries to authenticate any block of a sector with key B using grey marked

access conditions, the card will refuse any subsequent memory access after authentication
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In the MFIICS50 IC two types of Data Blocks are used:

a) readiwrite blocks
are used to read and write general 16 bytes of data.

b value blocks
are used for electronic purse functions (read. increment, decrement. transfer, restore). The

maximum size of a value 15 4 byte including sign bit, even when a complete 16 byte block has
to be reserved. To provide error detection and correction capability, any value is stored 3
times mto one value block. The remaming 4 bytes are reserved to some extent for check bits.

15 11 T 3 0
T | | || Y QU R valup yalue
value: 32 bit signed 2th complement format stored 3 times

(the consistency of the 3 occwrrences of the value is intemally checked
before the chip can perform any calculation)

address: 8 bit arbitrary address byte stored 4 times
(this byte is not internally interpreted)

A value blocks is first time generated by a WRITE instruction to the desred address. The
value may be used for subsequent DECREMENT / INCREMENT / RESTORE nstructions.

mif restore,
mif_increment, MIFARE MF11CS50
mif decrement
(SOURCE_ADR,
DECR_VALUE) <Hip TGToTy
>
| source value
result
mif_transfer DATA register
(DEST_ADR)

The result of a caleulation instruction is temporally stored in a buffer register. For updating the
memory with the calculation result the TRANSFER instruction has to be issued. The chip
refuses calculations if any error in the block format could be detected.

The described memory organization makes it possible to appoint different sectors to different applications and to prevent data corruption by using
application specific secret keys. Keys can only be altered by a RWD which has stored the actual Key A or Key B if this is allowed according to access

conditions. Otherwise the actual key cannot be changed anymore.



Before the execution of a command the correct format of the Access Conditions is checked by the Card-IC. Thus, when programming the Sector
Trailer the card needs to be fixed within the operating range of a RWD's antenna to prevent interruption of the write operation because any

unsuccessful write operation may lead to blocking the whole sector.

2.7 Memory contents after IC test

2.7.1 Block 0 (manufacturer block):

byle byte

o1 23|45 |6 |7 |89/ 1011 [12]13]14] 15
Serial number CB manufacturer data

CB:  “serial number check byte™ CB=byte 0"byte | “byte 2 “byte 3 (" ... XOR)

2.7.2 Data Blocks:
Data blocks: contam vanable data.

(blocks 1.2/ 4.56/8.9.10 /12,1314 /16,1718 /2021232 /2423526 /282030 / 32,33 34/
36,3738/ 40,41.42 /444546 /48,4950 f 52,53 54 56,57 58 7 60.6]1.62)

2.7.3 Sector Trailers:

MNote: The initial state of sector trailers after IC test can be modified depending on the
personalisation done e.g. at the card manufacturer.

defaunlt coding:

byle byte

ol 1] 23] a]s E\?\B\91D|11|12|13|14|15
transport key A FF | 07 | 80 | =x transport key B

(blocks 3/ T/ 11 A 157197237277 31 73573974347 /51 /55/59/763)
Byte 9 of all sector trailers is not defined. Its memory contents after IC test can vary.

66



67

MFRC522.h — A Library to use ARDUINO RFID MODULE KIT 13.56 MHZ BY COOQROBOT.

There are three hardware components involved:

1) The micro controller: An Arduino

2) The PCD (Proximity Coupling Device): NXP MFRC522 Contactless Reader IC

3) The PICC (short for Proximity Integrated Circuit Card): A card or tag using the ISO 14443A interface, eg Mifare or NTAG203.
MIFARE Classic 1K (MF1S503x):

Has 16 sectors * 4 blocks/sector * 16 bytes/block = 1024 bytes. The blocks are numbered 0-63.

Block 3 in each sector is the Sector Trailer.

* Bytes 0-5: Key A

* Bytes 6-8: Access Bits

* Bytes 9:  User data

* Bytes 10-15: Key B (or user data)

Block 0 is read only manufacturer data.

To access a block, an authentication using a key from the block's sector must be performed first.

Example: To read from block 10, first authenticate using a key from sector 3 (blocks 8-11).

All keys are set to FFFFFFFFFFFFh at chip delivery.

Warning: Please read section 8.7 "Memory Access". It includes this text: if the PICC detects a format violation the whole sector is irreversibly blocked.

To use a block in "value block" mode (for Increment/Decrement operations) you need to change the sector trailer. Use PICC_SetAccessBits() to

calculate the bit patterns.

Commands sent to the PICC.

The commands used by the PCD to manage communication with several PICCs (ISO 14443-3, Type A, section 6.4)

PICC_CMD_REQA = 0x26,

REQuest command, Type A. Invites PICCs in state IDLE to go to READY and prepare for anticollision or selection. 7 bit frame.
PICC_CMD_WUPA = 0x52,

Wake-UP command, Type A. Invites PICCs in state IDLE and HALT to go to READY(*) and prepare for anticollision or selection. 7 bit frame.
PICC_CMD_CT = 0x88,

Cascade Tag. Not really a command, but used during anti collision.

PICC_ CMD_SEL CL1 = 0x93,

Anti collision/Select, Cascade Level 1

PICC CMD SEL CL2 = 0x95,



Anti collision/Select, Cascade Level 2

PICC_CMD_SEL_CL3 = 0x97,

Anti collision/Select, Cascade Level 3

PICC_CMD_HLTA = 0x50,

HaLT command, Type A. Instructs an ACTIVE PICC to go to state HALT.

The commands used for MIFARE Classic

Use PCD_MFAuthent to authenticate access to a sector, then use these commands to read/write/modify the blocks on the sector.

The read/write commands can also be used for MIFARE Ultralight.

PICC_CMD_MF_AUTH_KEY A = 0X60,
Perform authentication with Key A

PICC_CMD_MF_AUTH_KEY B = 0x61,

Perform authentication with Key B

PICC_CMD_MF_READ = 0x30,

Reads one 16 byte block from the authenticated sector of the PICC. Also used for MIFARE Ultralight.
PICC_CMD_MF_WRITE = OXAO,

Writes one 16 byte block to the authenticated sector of the PICC. Called "COMPATIBILITY WRITE" for MIFARE Ultralight.
PICC_ CMD_MF_DECREMENT = 0xCO,

Decrements the contents of a block and stores the result in the internal data register.
PICC_CMD_MF_INCREMENT = 0xC1,

Increments the contents of a block and stores the result in the internal data register.
PICC_CMD_MF_RESTORE = 0xC2,

Reads the contents of a block into the internal data register.

PICC_CMD_MF_TRANSFER = 0xBO,

Writes the contents of the internal data register to a block.

List of the functions in the library

Functions for setting up the Arduino

MFRC522(byte chipSelectPin, byte resetPowerDownPin);
void setSPIConfig();

Basic interface functions for communicating with the MFRC522

void PCD_WriteRegister(byte reg, byte value);

void PCD_WriteRegister(byte reg, byte count, byte *values);

byte PCD_ReadRegister(byte reg);

void PCD_ReadRegister(byte reg, byte count, byte *values, byte rxAlign = 0);
void setBitMask(unsigned char reg, unsigned char mask);

void PCD_SetRegisterBitMask(byte reg, byte mask);

void PCD_ClearRegisterBitMask(byte reg, byte mask);
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byte PCD_CalculateCRC(byte *data, byte length, byte *result);
Functions for manipulating the MFRC522

void PCD_Init();

void PCD_Reset();

void PCD_AntennaOn();

Functions for communicating with PICCs

69

byte PCD_TransceiveData(byte *sendData, byte sendLen, byte *backData, byte *backLen, byte *validBits = NULL, byte rxAlign = 0, bool checkCRC =

false);

byte PCD_CommunicateWithPICC(byte command, byte waitiRg, byte *sendData, byte sendLen, byte *backData = NULL, byte *backLen = NULL, byte

*validBits = NULL, byte rxAlign = 0, bool checkCRC = false);

byte PICC_RequestA(byte *bufferATQA, byte *bufferSize);

byte PICC_WakeupA(byte *bufferATQA, byte *bufferSize);

byte PICC_REQA or WUPA( byte command, byte *bufferATQA, byte *bufferSize);
byte PICC_Select(Uid *uid, byte validBits = 0);

byte PICC_HaltA();

Functions for communicating with MIFARE PICCs

byte PCD_Authenticate(byte command, byte blockAddr, MIFARE_Key *key, Uid *uid);
void PCD_StopCrypto1();

byte MIFARE_Read(byte blockAddr, byte *buffer, byte *bufferSize);

byte MIFARE_Write(byte blockAddr, byte *buffer, byte bufferSize);

byte MIFARE_Decrement(byte blockAddr, long delta);

byte MIFARE_Increment(byte blockAddr, long delta);

byte MIFARE_Restore(byte blockAddr);

byte MIFARE_Transfer(byte blockAddr);

byte MIFARE_Ultralight Write(byte page, byte *buffer, byte bufferSize);

Support functions

byte PCD_MIFARE_Transceive( byte *sendData, byte sendLen, bool acceptTimeout = false);
const char *GetStatusCodeName(byte code);

byte PICC_GetType(byte sak);

const char *PICC_GetTypeName(byte type);

void PICC_DumpToSerial(Uid *uid);

void PICC_DumpMifareClassicToSerial(Uid *uid, byte piccType, MIFARE_Key *key);

void PICC_DumpMifareClassicSectorToSerial(Uid *uid, MIFARE_Key *key, byte sector);

void PICC_DumpMifareUltralightToSerial();

void MIFARE_SetAccessBits(byte *accessBitBuffer, byte g0, byte g1, byte g2, byte g3);

Convenience functions - does not add extra functionality



bool PICC_IsNewCardPresent();

bool PICC_ReadCardSerial();

Detailed documentation — enum and structures

PICC types we can detect. Remember to update PICC_GetTypeName() if you add more.

enum PICC Type

Return codes from the functions in this class. Remember to update GetStatusCodeName() if you add more.

enum StatusCode

A struct used for passing the UID of a PICC.

typedef struct {

byte size; Number of bytes in the UID. 4, 7 or 10.
byte uidByte[10];
byte sak; The SAK (Select acknowledge) byte returned

from the PICC after successful selection.

}Uid

A struct used for passing a MIFARE Cryptol key

typedef struct {
byte keyByte[MF_KEY_SIZE];
} MIFARE_Key;

Example:

// Prepare key - all keys are set to FFFFFFFFFFFFh at chip delivery from the factory.
MFRC522::MIFARE_Key key;

for (byte i = 0; i < 6; i++) key.keyBytel[i] = OxFF;

Member variables

Uid uid; Used by PICC_ReadCardSerial().

Detailed documentation - functions

+Create object instance

MFRC522(

byte chipSelectPin, Arduino pin used for SPI chip select

byte resetPowerDownPin Arduino pin used for SPI reset
)

Example:
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#include <SPL.h>

#include <MFRC522.h>

#define SS_PIN 10 //Arduino Uno

#define RST_PIN 9

MFRC522 mfrc522(SS_PIN, RST_PIN); // Create MFRC522 instance.

+Initializes the MFRC522 chip.

void MFRC522::PCD_Init()

Example:

void setup() {
Serial.begin(9600); // Init serial communications with PC
SPI.begin(); // Init SPI bus
mfrc522.PCD_Init(); // Init MFRC522 card

+Set SPI bus to work with MFRC522 chip.

Please call this function if you have changed the SPI config since the MFRC522 constructor was run.

void MFRC522::setSPIConfig()

+Performs a soft reset on the MFRC522 chip and waits for it to be ready again.
void MFRC522::PCD_Reset()

+Turns the antenna on by enabling pins TX1 and TX2.
After a reset these pins are disabled.

void MFRC522::PCD_AntennaOn()

+Transmits a REQuest command, Type A. Invites PICCs in state IDLE to go to READY and prepare for anticollision or selection. 7 bit frame.
Beware: When two PICCs are in the field at the same time | often get STATUS TIMEQOUT - probably due do bad antenna design.

return STATUS_OK on success, STATUS_??? otherwise.

byte MFRC522::PICC_RequestA(

byte *bufferATQA, The buffer to store the ATQA (Answer to request) in

byte *bufferSize Buffer size, at least two bytes. Also number of bytes returned if STATUS OK.

+Transmits a Wake-UP command, Type A. Invites PICCs in state IDLE and HALT to go to READY(*) and prepare for anticollision or selection. 7 bit
frame.

Beware: When two PICCs are in the field at the same time | often get STATUS TIMEQOUT - probably due do bad antenna design.

return STATUS_OK on success, STATUS_??? otherwise.

byte MFRC522::PICC_WakeupA(

byte *bufferATQA, The buffer to store the ATQA (Answer to request) in

byte *bufferSize Buffer size, at least two bytes. Also number of bytes returned if STATUS_OK.

+Transmits SELECT/ANTICOLLISION commands to select a single PICC.
Before calling this function the PICCs must be placed in the READY(*) state by calling PICC_RequestA() or PICC_WakeupA().
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On success:

-The chosen PICC is in state ACTIVE(*) and all other PICCs have returned to state IDLE/HALT. (Figure 7 of the ISO/IEC 14443-3 draft.)
-The UID size and value of the chosen PICC is returned in *uid along with the SAK.

A PICC UID consists of 4, 7 or 10 bytes.

Only 4 bytes can be specified in a SELECT command, so for the longer UIDs two or three iterations are used:

UID size Number of UID bytes Cascade levels

1
2
3
return STATUS OK on success, STATUS ??? otherwise.
byte MFRC522::PICC_Select(
Uid *uid, Pointer to Uid struct. Normally output, but can also

be used to supply a known UID.

byte validBits The number of known UID bits supplied in *uid.

Normally 0. If set you must also supply uid->size.

Description of buffer structure:

MIFARE Ultralight

Not currently in use?
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Byte 0: SEL Indicates the Cascade Level: PICC_CMD_SEL_CL1, PICC_CMD SEL_CL2 or PICC_CMD_SEL CL3
Byte 1: NVB Number of Valid Bits (in complete command, not just the UID): High nibble: complete bytes, Low nibble: Extra
bits.

Byte 2: UID-data or CT See explanation below. CT means Cascade Tag.
Byte 3: UID-data
Byte 4: UID-data
Byte 5: UID-data

Byte 6: BCC Block Check Character - XOR of bytes 2-5

Byte 7: CRC_A
Byte 8: CRC_A

The BCC and CRC_A is only transmitted if we know all the UID bits of the current Cascade Level.

Description of bytes 2-5: (Section 6.5.4 of the ISO/IEC 14443-3 draft: UID contents and cascade levels)

UID size  Cascade level Byte2 Byte3 Byted Byte5
4 bytes 1 uid0 uid1 uid2
7 bytes 1 cT uido uid1
2 uid3 uidd
10 bytes 1 cT uido uid1
2 cT uid3

uid3
uid2
uid5
uid2
uidd

uidé

uid5
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+Instructs a PICC in state ACTIVE(*) to go to state HALT.
return STATUS_OK on success, STATUS_??? otherwise.
byte PICC_HaltA()

Example:

// Halt PICC

mfrc522.PICC_HaltA();

+Executes the MFRC522 MFAuthent command.

This command manages MIFARE authentication to enable a secure communication to any MIFARE Mini, MIFARE 1K and MIFARE 4K card.

The authentication is described in the MFRC522 datasheet section 10.3.1.9 and http://www.nxp.com/documents/data_sheet/MF15503x.pdf section
10.1. for use with MIFARE Classic PICCs.

The PICC must be selected - ie in state ACTIVE(*) - before calling this function.

Remember to call PCD_StopCryptol() at the end of communication with the authenticated PICC - otherwise no new communications can start.
All keys are set to FFFFFFFFFFFFh at chip delivery.

return STATUS_OK on success, STATUS_??? otherwise. Probably STATUS_TIMEOUT if you supply the wrong key.

byte MFRC522::PCD_Authenticatel(

byte command, PICC_CMD_MF_AUTH_KEY_A or PICC_CMD_MF_AUTH_KEY B
byte blockAddr, The block number. See numbering in the comments in
the .h file.
MIFARE_Key *key, Pointer to the Cryptol key to use (6 bytes)
Uid *uid Pointer to Uid struct. The first 4 bytes of the UID
is used.
)
Example:

MFRC522:MIFARE_Key key;
for (byte i = 0; i < 6; i++) key.keyByte[i] = OxFF;
byte trailerBlock = 7;
byte status;
if (! mfrc522.PICC_ReadCardSerial()) retumn;
status = mfrc522.PCD_Authenticate(MFRC522:PICC_CMD_MF_AUTH_KEY_A, trailerBlock, &key, &(mfrc522.uid));
if (status = MFRC522:STATUS OK) {
Serial.print("PCD_Authenticate() failed: ");
Serial.printin(mfrc522.GetStatusCodeName(status));

return;

+Used to exit the PCD from its authenticated state.

Remember to call PCD_StopCryptol() at the end of communication with the authenticated PICC - otherwise no new communications can start.
void MFRC522::PCD_StopCrypto1()

Example:

// Stop encryption on PCD

mfrc522.PCD_StopCryptol();

+Reads 16 bytes (+ 2 bytes CRC_A) from the active PICC.



For MIFARE Classic the sector containing the block must be authenticated before calling this function.
For MIFARE Ultralight only addresses 00h to OFh are decoded.
* The MFOICU1 returns a NAK for higher addresses.
* The MFOICU1 responds to the READ command by sending 16 bytes starting from
the page address defined by the command argument.

* For example; if blockAddr is 03h then pages 03h, 04h, 05h, 06h are returned.

* A roll-back is implemented: If blockAddr is OEh, then the contents of pages OEh, OFh, 00h and 01h are returned.

The buffer must be at least 18 bytes because a CRC_A is also returned.
Checks the CRC_A before returning STATUS_OK.

return STATUS_OK on success, STATUS ??? otherwise.

byte MFRC522:MIFARE_Read(

byte blockAddr, MIFARE Classic: The block (0-0xff) number.
MIFARE Ultralight: The first page to return data from.
byte *buffer, The buffer to store the data in
byte *bufferSize Buffer size, at least 18 bytes. Also number of bytes returned
if STATUS_OK.
Example:

byte valueBlockA = 4; byte buffer[18]; byte size = sizeof(buffer);
byte status = mfrc522.MIFARE_Read(valueBlockA, buffer, &size);

+Writes 16 bytes to the active PICC.
For MIFARE Classic the sector containing the block must be authenticated before calling this function.

For MIFARE Ultralight the operation is called "COMPATIBILITY WRITE".
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Even though 16 bytes are transferred to the Ultralight PICC, only the least significant 4 bytes (bytes 0 to 3) are written to the specified address. It is

recommended to set the remaining bytes 04h to OFh to all logic 0.

return STATUS OK on success, STATUS ??? otherwise.

byte MFRC522:MIFARE_Write(

byte blockAddr,
MIFARE Classic: The block (0-0xff) number.
MIFARE Ultralight: The page (2-15) to write to.

byte *buffer, The 16 bytes to write to the PICC

byte bufferSize Buffer size, must be at least 16 bytes. Exactly 16 bytes are
written.

Example:

byte valueBlockA = 4;
byte valuelBlockl] = { 1,2,3,4, 56,7,8, 9,10,255,12, 13,14,15,16};
status = mfrc522.MIFARE_Write(valueBlockA, valuelBlock, 16);
if (status 1= MFRC522:STATUS_OK) {
Serial.print("MIFARE_Write() failed: ");
Serial.println(mfrc522.GetStatusCodeName(status));

+MIFARE Decrement subtracts the delta from the value of the addressed block, and stores the result in a volatile memory.

For MIFARE Classic only. The sector containing the block must be authenticated before calling this function.

Only for blocks in "value block" mode, ie with access bits [C1 C2 C3] = [110] or [001].



Use MIFARE_Transfer() to store the result in a block.

return STATUS_OK on success, STATUS_??? otherwise.

byte MFRC522:MIFARE_Decrement(

byte blockAddr, The block (0-0xff) number.

long delta This number is subtracted from the value of block blockAddr.

+MIFARE Increment adds the delta to the value of the addressed block, and stores the result in a volatile memory.
For MIFARE Classic only. The sector containing the block must be authenticated before calling this function.

Only for blocks in "value block" mode, ie with access bits [C1 C2 C3] = [110] or [001].

Use MIFARE_Transfer() to store the result in a block.

return STATUS_OK on success, STATUS ??? otherwise.

byte MFRC522:MIFARE_Increment(

byte blockAddr, The block (0-0xff) number.
long delta This number is added to the value of block blockAddr.
Example:

// Add 1 to the value of valueBlockA and store the result in valueBlockA.

byte valueBlockA =5

Serial.print("Adding 1 to value of block "); Serial.printin(valueBlockA);

byte status = mfrc522.MIFARE_Increment(valueBlockA, 1);

if (status = MFRC522:STATUS OK) {
Serial.print("MIFARE_Increment() failed: ");
Serial.printin(mfrc522.GetStatusCodeName(status));
return;

}

status = mfrc522.MIFARE_Transfer(valueBlockA);

if (status = MFRC522:STATUS OK) {
Serial.print("MIFARE_Transfer() failed: ");
Serial.println(mfrc522.GetStatusCodeName(status));

return;

+MIFARE Restore copies the value of the addressed block into a volatile memory.

For MIFARE Classic only. The sector containing the block must be authenticated before calling this function.

Only for blocks in "value block" mode, ie with access bits [C1 C2 C3] = [110] or [001].

Use MIFARE_Transfer() to store the result in a block.

return STATUS OK on success, STATUS ??? otherwise.

byte MFRC522::MIFARE_Restore(

byte blockAddr The block (0-0xff) number.

The datasheet describes Restore as a two step operation, but does not explain what data to transfer in step 2.Doing only a single step does not

work, so | chose to transfer OL in step two.

+Helper function for the two-step MIFARE Classic protocol operations Decrement, Increment and Restore.
return STATUS_OK on success, STATUS_??? otherwise.
byte MFRC522:MIFARE_TwoStepHelper(

byte command, The command to use



byte blockAddr, The block (0-0xff) number.
long data The data to transfer in step 2

+MIFARE Transfer writes the value stored in the volatile memory into one MIFARE Classic block.

For MIFARE Classic only. The sector containing the block must be authenticated before calling this function.
Only for blocks in "value block" mode, ie with access bits [C1 C2 C3] = [110] or [001].

return STATUS_OK on success, STATUS ??? otherwise.

byte MFRC522:MIFARE_Transfer(

byte blockAddr The block (0-0xff) number.

+Returns a string pointer to a status code name.
const char *MFRC522::GetStatusCodeName(

byte code One of the StatusCode enums.

code values return values

STATUS_OK: "Success."

STATUS_ERROR: "Error in communication."

STATUS_COLLISION:  "Collision detected."

STATUS_TIMEOUT: "Timeout in communication."
STATUS_NO_ROOM: "A buffer is not big enough."

STATUS_INTERNAL ERROR: "Internal error in the code. Should not happen."
STATUS_INVALID: "Invalid argument."

STATUS CRC_WRONG: "The CRC_A does not match."
STATUS_MIFARE_NACK: "A MIFARE PICC responded with NAK."

default: "Unknown error"

Example:

Serial.println(mfrc522.GetStatusCodeName(status));

+Translates the SAK (Select Acknowledge) to a PICC type.
return PICC_Type
byte MFRC522::PICC_GetType(

byte sak The SAK byte returned from PICC_Select().
sak return value

sak & 0x04 PICC_TYPE_NOT_COMPLETE

0x09 PICC_TYPE_MIFARE_MINI

0x08 PICC_TYPE_MIFARE_1K

0x18 PICC_TYPE_MIFARE_dK

0x00 PICC_TYPE_MIFARE_UL

0x10 or Ox11 PICC_TYPE_MIFARE_PLUS

0x01 PICC_TYPE_TNP3XXX

sak & 0x20 PICC_TYPE ISO 14443 4

sak & 0x40 PICC_TYPE ISO 18092



else PICC_TYPE_UNKNOWN

+Returns a string pointer to the PICC type name.
const char *MFRC522:PICC_GetTypeName(

byte piccType One of the PICC_Type enums.

piccType return value

PICC_TYPE_ISO_14443 4 "PICC compliant with ISO/IEC 14443-4"
PICC_TYPE_ISO_18092: "PICC compliant with ISO/IEC 18092 (NFC)"
PICC_TYPE_MIFARE_MINI "MIFARE Mini, 320 bytes"
PICC_TYPE_MIFARE_1K "MIFARE 1KB"

PICC_TYPE_MIFARE_4K "MIFARE 4KB"

PICC_TYPE_MIFARE_UL "MIFARE Ultralight or Ultralight C"

PICC_TYPE_MIFARE_PLUS "MIFARE Plus"

PICC_TYPE_TNP3XXX "MIFARE TNP3XXX"
PICC_TYPE_NOT_COMPLETE "SAK indicates UID is not complete."
PICC_TYPE_UNKNOWN "Unknown type”

Example:

Serial.println(mfrc522.PICC_GetTypeName(piccType));

+Dumps debug info about the selected PICC to Serial.

On success the PICC is halted after dumping the data.

For MIFARE Classic the factory default key of OxFFFFFFFFFFFF is tried.
void MFRC522::PICC_DumpToSerial(

Uid *uid  Pointer to Uid struct returned from a successful PICC_Select().
Example:

mfrc522.PICC_DumpToSerial(&mfrc522.uid));

+Dumps memory contents of a sector of a MIFARE Classic PICC.

Uses PCD_Authenticate(), MIFARE_Read() and PCD_StopCryptol.

Always uses PICC_CMD_MF_AUTH_KEY_A because only Key A can always read the sector trailer access bits.
void MFRC522::PICC_DumpMifareClassicSectorToSerial(

Uid *uid, Pointer to Uid struct returned from a successful PICC_Select()
MIFARE_Key *key, Key A for the sector.
byte sector The sector to dump, 0..39.

+Calculates the bit pattern needed for the specified access bits. In the [C1 C2 C3] tuples C1 is MSB (=4) and C3 is LSB (=1).
void MFRC522::MIFARE_SetAccessBits(
byte *accessBitBuffer, Pointer to byte 6, 7 and 8 in the sector trailer.

Bytes [0..2] will be set.

byte g0, Access bits [C1 C2 C3] for block 0
(for sectors 0-31) or blocks 0-4 (for sectors 32-39)

byte ¢1, Access bits C1 C2 C3] for block 1 (for sectors 0-31)
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or blocks 5-9 (for sectors 32-39)

byte g2, Access bits C1 C2 C3] for block 2 (for sectors 0-31)
or blocks 10-14 (for sectors 32-39)

byte g3 Access bits C1 C2 C3] for the sector trailer, block 3
(for sectors 0-31) or block 15 (for sectors 32-39)

The access bits are stored in a peculiar fashion.

There are four groups:

g[3] Access bits for the sector trailer, block 3 (for sectors 0-31) or block 15 (for sectors 32-39)
g[2] Access bits for block 2 (for sectors 0-31) or blocks 10-14 (for sectors 32-39)

g1] Access bits for block 1 (for sectors 0-31) or blocks 5-9 (for sectors 32-39)

g[0] Access bits for block 0 (for sectors 0-31) or blocks 0-4 (for sectors 32-39)

Each group has access bits [C1 C2 C3]. In this code C1 is MSB and C3 is LSB.

The four CX bits are stored together in a nibble cx and an inverted nibble cx .
Example:

// Sector trailer that defines blocks 5 and 6 as Value Blocks and enables key B.
byte trailerBuffer(] = {255,255,255,255,255,255,0,0,0,0, 255,255,255,255,255,255};

// Keep default keys.

// g1=6(i.e.110) => block 5 value block. Key B write&increment, A or B decrement.
// §2=6 => Same thing for block 6.

// §3=3 => Key B must be used to modify the Sector Trailer. Key B becomes valid.
mfrc522.MIFARE_SetAccessBits(&trailerBuffer[6], 0, 6, 6, 3);

+Check if a card is present

bool MFRC522::PICC_IsNewCardPresent()

Returns true if a PICC responds to PICC_CMD_REQA.

Only "new" cards in state IDLE are invited. Sleeping cards in state HALT are ignored.
Example:

// Look for new cards

if (1 mfrc522.PICC_IsNewCardPresent()) return;

+Read Card Serial

bool MFRC522::PICC_ReadCardSerial()

Simple wrapper around PICC_Select.

Returns true if a UID could be read.The read UID is available in the class variable uid.
Remember to call PICC_IsNewCardPresent(), PICC_RequestA() or PICC_WakeupA() first.
return true if one selected

Now a card is selected. The UID and SAK is in mfrc522.uid.

Example:

Serial.print("Card UID:");

for (byte i = 0; i < mfrc522.uid.size; i++) {
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Serial.print(mfrc522.uid.uidByte[i] < 0x10 2 " 0" : " ");
Serial.print(mfrc522.uid.uidBytelil, HEX);
}
// Dump PICC type
byte piccType = mfrc522.PICC_GetType(mfrc522.uid.sak);
Serial.print("PICC type: ");
Serial.printin(mfrc522.PICC_GetTypeName(piccType));
if ( piccType I= MFRC522:PICC_TYPE MIFARE_MINI
&& piccType = MFRC522::PICC_TYPE_MIFARE_1K
8&&  piccType = MFRC522:PICC_TYPE_ MIFARE_4K) {
Serial.printin("This sample only works with MIFARE Classic cards.");

return;

How to convert a normal block into a value block

Usually a normal block has 000 access bits, while a value block has 110 access bits

Example:

byte valueBlockA =5
byte valueBlockB =6;
byte trailerBlock =T

// We need a sector trailer with blocks 5 and 6 as Value Blocks and enables key B.
byte trailerBuffer(] = { 255,255,255,255,255,255,
0,0,0,0,255,255,255,255,255,255}; // Keep default keys.

// ¢1=6 => block 5 as value block. Key B to write&increment, A or B for decrement.
// §2=6 => Same thing for block 6.
// §3=3 => Key B must be used to modify the Sector Trailer. Key B becomes valid.
mfrc522.MIFARE_SetAccessBits(&trailerBuffer[6], 0, 6, 6, 3);
byte status = mfrc522.MIFARE_Write(trailerBlock, trailerBuffer, 16);
if (status != MFRC522:STATUS_OK) {

Serial.print("MIFARE_Write() failed: )

Serial.println(mfrc522.GetStatusCodeName(status));

return;

How to setup a Value Block with a value set to zero

Example:

byte blockAddr=5;

byte valueBlock[] = {0,0,0,0, 255,255,255,255, 0,0,0,0,
blockAddr,~blockAddr,blockAddr,~blockAddr };

byte status = mfrc522. MIFARE_Write(blockAddr, valueBlock, 16);

if (status != MFRC522:STATUS_OK) {
Serial.print("MIFARE_Write() failed: ");
Serial.println(mfrc522.GetStatusCodeName(status));
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